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4 | KREEZZERMH | KFES 14028 €£7Y3Y de (LEIKYINITTY T4 FI-
22 (NIST) JtXAVT1DHA1F VR Software Supply Chain Security
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https://csrc.nist.gov/pubs/other/2022/02/04/software-
supply-chain-security-guidance-eo-14028-s/final
5 | NIST NIST SP800-161r1 : EIBFIFR Y AT LALIEBDHOY
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for Systems and Organizations
https://doi.org/10.6028/NIST.SP800-161r1
6 | NIST NIST SP800-147 : BIOS RN 51>~ ,/BIOS Protection
(2011 E4 B29 H) | Guidelines
https://doi.org/10.6028/NIST.SP800-147
7 | NIST NIST SP800-193 : J5YhIA-LT7—LIITDLIYIVRIC

B3 2H014F514Y / Platform Firmware Resiliency
Guidelines
https://doi.org/10.6028/NIST.SP800-193
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10 | ENISA FEDLHDHETLFIYT1EH Indispensable Baseline

(2017 %1 B 21 B) | Security Requirements for the Procurement of Secure ICT
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document/
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https://www.federalregister.gov/documents/2023/0/09/2
023-12340/interagency-guidance-on-third-party-
relationships-risk-management
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ONIINDIRTFENSWNEGEIC. Z20TONIF(CHAN-1Y
ITYMMREELY-LADNF A TCEALLESFIGECEB2E
DY -E ARG P EE RGN REE TR BRI ZEIET,

SBOM

13

YIRDIT7EeF (Software Bill Of Material)
YIRIIT7AVR-2Y MPZNODEREFERBROERE S HiM
WALIEB T RE R —BUA L, B ERMESHZHICHEBIA
VY M EFEINTEY, SPDX (Software Package Data
eXchange ) . CycloneDX . SWID # % ( Software
Identification #7) %ENHB,

3IMETIV

15

KEICAHEEAHNBEETABS (IA) HMIRETIHERMT
TIVC T 3 DOSAVAMEEICIAE, JZ127-Y3y, &
B BEITERETRABANT VALY A EBRE(RET DL
NTEBETBY,

F1I31Y (1)  BEECNIZEEPY-LADIREE. Y
AT DEE

£ 231V Q%) VUAVICEETZEIEICDOWT, EFA
#. B EZAVVIDRMERFERLILT

F3I3MY (%) : BEDERICEATZIANTOEIECDL
M LERBNBTV1T7IVAEBNE

Z2RAVTIVITIY
A

19

PAN-RZEICHF2EmEFMEABELERICORTEI L%
BRI, BRENEL, HAEDETOMIZRAEFEDT
EoA=TIY-AA4VTUIIVYR (OSINT). YT FIAVTUIT
YA (SIGINT) (Y=Y YW ATATAYTIIIVR

(SOCMINT), t1-¥V1YTUIIVA (HUMINT) BEHDS
AV

4 The Institute of Internal Auditors, The /lA’s Three Lines Model : An Update of the Three Lines of Defense, July
2020, https://www.theiia.org/globalassets/documents/resources/the-iias-three-lines-model-an-update-of-

the-three-lines-of-defense-july-2020/three-lines-model-updated-english.pdf.

HAEEIR https://www.iiajapan.com/leg/pdf/data/iia/2020.07_1_Three-Lines-Model-Updated-Japanese.pdf
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https://www.theiia.org/globalassets/documents/resources/the-iias-three-lines-model-an-update-of-the-three-lines-of-defense-july-2020/three-lines-model-updated-english.pdf
https://www.iiajapan.com/leg/pdf/data/iia/2020.07_1_Three-Lines-Model-Updated-Japanese.pdf

ASM

19

TIYIY-JIA (KBEWREE) OBE-EE (Attack
Surface Management)

NEE (AVF-wb) NOTTCATRER IT BEEDEREH
EL. ZNLICHFET 25514 E M A ICFHE T 2L 5E A

OSINT

19

A=TFIY-ZA1YF7UIJ1UX (Open-Source Intelligence)
FXAVI-RY S EDBEREGE, BENICAF CEEIEREH
N, HEBOMEFSEPEDR ALY ZZIEREINEL., HHH
EOETAOMIGAEFEDIL,

Hardware Root of
Trust

22

E80E S (Root of Trust) ZI&ILTLNB/N\-FIIT, BB
EMEMSNTEY, JVE1-90EHTOTARETEITEIND
I-FOEL M 2RI 2EEEE T 5, COMEEEZHRSAN R
MBN-FIITICEVIRMHTEIET. SERTFIVT1EHER
L&IETBE0, INERERICEBOEHEZFAKITEIET,
YEI-IEEROEBEEHERT S, EBIZEERE (1SO/IEC
11889) [ZHI% Trusted Platform Module ¥, Apple #H'H
B ICER AT 3 Secure Enclave B ENH 3,
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