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Entity authentication assurance framework
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ISO/IEC 29100:2011/AMD 1:2018

Privacy framework — Amendment 1: Clarifications

ISO/IEC 29101:2018
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ISO/IEC 29146:2016
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LFEDEIE 2T HOETH 2, CD 5 b, BREE I OFELOENE 21T > T2 D25,
ITU-T (ITU Telecommunication Standardization Sector) C& %,
ITU-T Tld, 7TAT v 74 74 BT 285 L LT, UMTHAARIIh TS, 24b
k5%, (1) ISO/IECJTC1 THgfb I T\ 3,
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ITU-T X.1254 Recommendation: Entity authentication assurance framework °
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73E(eMRTD) I 2\ TIF ICAO ic TR T TH 0, C DRURICED SRR D &
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[ Guiding Core Principles for the Development of Digital Travel Credential (DTC)®| % %

7 ITU-T, https://www.itu.int/rec/ T-REC-X.1252-201004-1

8 ITU-T, https://www.itu.int/rec/T-REC-X.1253-201109-1/en

® ITU-T, https://www.itu.int/rec/T-REC-X.1254-202009-P/en

10 TTU-T, https://www.itu.int/rec/ T-REC-X.1255-201309-1

1 ITU, “Digital Ideneity Roadmap Guide,” (2018)
https://www.itu.int/pub/D-STR-DIGITAL.01-2018

12.OpenlD Foundation, “OpenID Connect for Identity Assurance 1.0” (5 May 2020)

https://openid.net/specs/openid-connect-4-identity-assurance-1_0-1D2.html
13 ICAO, “Guiding Core Principles for the Development of Digital Travel Credential (DTC)” (Oct. 2020)
https://www.icao.int/Security/FAL/TRIP/Publishinglmages/Pages/Publications/Guiding%20core%20pri
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(4) W3C
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Identifiers:DIDs) DI DA b D ST 2, AIFICBI# S 2 T A BUK 1T AT 0 v
Verifiable Credentials Data Model 1.0
Decentralized Identifiers (DIDs) v1.015
INOHFHIc oW, FI3TRICTHIRT 5,

(5) IETF

AV Z—y FEHTZ A7 7 4 —ZAETF) I 1992 F g8 & 7z ERR IR E AT,
AvE—Sy + V¥ 2T 4(ISOC)DX R 7 +—A, TCP * IP, HTTP 7 ¥ off#{l %
fToCTWw3,

I[ETF Tli, vy a=v 7 7utanrtdsb SCIM(System for Cross-domain Identity
Management) X NZ8R] 7' 1 b 2L CTd % OAuth 2.0 ODEEEEFTE L C\w5, SCIM KU
OAuth 2.0 DFlic D W»Tid, 1-2-2 IKTFEBT 5,

FEERICHEDT A T 7 4 7 4 KT 2 RUECHA F 74 VEDFIEI LTS
REM 7 & L CORES BN O EFHERIS I 2 251 5,

(6) >K[E NIST

7 AV A E ST AERER AT ZE AT (NIST) 12754 (Department of Commerce)4x T O K [E D
BURFEEBE <. KREICEH T 2 FHFEHELZFE T s HkCH 2,

TATYT AT 4DHEICOCTIE, [BFIREEICBET 274 F 74 v ] BREI T
B, B A 7% b T REMD ED UL SHINEIHAFIA vEhoTWwd,

nciples%20for%20the%20development%200f%20a%20Digital%20Travel %20Credential%20%20%28DT
C%?29.PDF

14 W3C, https://www.w3.org/ TR/vc-data-model/

15 ' W3C, https://www.w3.org/ TR/did-core/
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SP 800-63-3 (June 2017)"7
Digital Identity Guidelines
SP 800-63A (June 2017)
Enrollment and Identity Proofing
SP 800-63B (June 2017)
Authentication and Lifecycle Management
SP 800-63C (June 2017)

Federation and Assertions

(7) EU : CEN/CENELEC

BRI HEA 25 B 2 (CEN) I BN % S0E 3 2 IEE MM CcH V. Fic EU BoE»Z
HLTW3, 7ok, 209 HESASTEICO W TN ESERE{LZE B4 (CENELEC), #fg
53 EP IO W TR BN B GBS AR LB (ETSD 28 BN RS % SE L T 5,

TAT VT 47 41CBL Tk, CEN/CENELEC ® JTC13/WGS5 iZ T [Data Protection,
Privacy and Identity Management | % 7 —<ICHE 23 SN TV 55, EETIZ 7 vy 7 F
= — « DLT ofgf 7 v — 7 Cd % [Focus Group on Blockchain and Distributed Ledger
Technologies| 23FXE X, 22 T7B Yy 7 F 2=V DLT #HWAETYVEAALT AT VT
474 BT AR I T3, 2018 EITiE, BT REESARI TV B,

(8) Kantara Initiative
Kantara 4 =7 F 7 IXfH A2 H 6 DEHRICOWTH Y T vwLsicLed3L, £
TV ENRFICE T G OB D720 1iE8) 35 2 L Z HIE LT 2009 FFICERL S
7= IEEFFA T, NIST SP 800-63-3 DA IO W T DE = EHIT O E L. ko +E%
FHEEEC IR ICIRE L T RROFEIC S HREA L T 51,
WA= TF7BRELERENR 7L -7 — 7 2HRIZLIT 0@ b 2,

16 NIST, https://pages.nist.gov/800-63-3/

17 SP 800-63-3 I3, SP 800-3-4 ~DYE T, 2020 & 6 H~2020 £ 8 H £ CHEICHTF/=XT Y v 7
ARV EERFREL T,

https://csrc.nist.gov/publications/detail/sp/800-63/4/draft

18 CEN/CENELEC, “Recommendations for Successful Adoption in Europe of Emerging Technical
Standards on Distributed Ledger/Blockchain Technologies,” (Sep. 2018)
https://www.blockchaineconomia.es/wp-
content/uploads/2018/11/Libro%20blanco%20estandarizaci%C3%B3n%20Bck.pdf

19 Kantara Initiative, “About” https://kantarainitiative.org/about/

20 Kantara Initiative, “The Rhythm of Kantara” https://kantarainitiative.org/about/
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https://www.blockchaineconomia.es/wp-content/uploads/2018/11/Libro%20blanco%20estandarizaci%C3%B3n%20Bck.pdf
https://www.blockchaineconomia.es/wp-content/uploads/2018/11/Libro%20blanco%20estandarizaci%C3%B3n%20Bck.pdf
https://kantarainitiative.org/about/
https://kantarainitiative.org/about/

Kantara Trust Framework
Kantara User Management Access
Kantara Consent Receipt
Kantara User Management Access @ X 77 =X 4% IETF I X 5”RFC 7591 OAuth 2.0
Dynamic Client Registration Protocol” I U » A ¥ 3121, Kantara Consent Receipt I3 Hi[ik L 72
ISO/IEC 29184:2020 “Online privacy notices and consent”IC I W T HHIR TN T 5,

(9) OIX

OIX (Open Identity Exchange) 137 AV »® GSA (—fFER) 28 ICF (Information
Card Foundation) &3 % OIDF &, 7A T V7T 4 7T A ERDOL VY 2R B X UHL
EDOBINCTHEL I DL 7L — LY =0 B RKET L1 A— P F =2y TR Eon
FELTC AV IAVEDTAT VT4 T4 BT BEFEAEXZHE LT 2010 FicHE
L723FERIFRCH 52, FERIIREGDOREM. 7 —ARZXT 4 PHHEDFHIT. Z L THA
FOREDIT-oTEY, BhemZ2HAFELTE IR ZL—LT =2 DIED FITOW
THi< [A Guide to Trust Frameworks and Interoperability | 235RE & FiCdH %25,

(1 0) OASIS

OASIS (Organization for the Advancement of Structural Information of Standards) I¥ 1993
12 SGML Open & W5 4FiE LTSGML (v—2 7 v 7550 —fE) ZEY & 5 B[
DHEMER LD dicR v X —HHFICL s THELEZa Y Y —v T 4558 T, SGML
DA OEAMT T EFIC D B X 91T/ 072 &2 5 1998 4EIC OASIS ICEFR L 7224, 74 7 v
T AT ADHFICONTIE, L DI —XTHVwLRTWS ID #iE7u barchs
SAML (Security Assertion Markup Language) OHREREMN RiGEIE LT LN 5%,

SAML BIAMC OASIS BAFEL T2 T ATV T 4 7 4 BT 2 {ERRIILA T 0 v .

Authentication Step-Up Protocol and Metadata Version 1.0%°

2L TETF, “RFC7591 OAuth 2.0 Dynamic Client Registration Protocol” https://tools.ietf.org/html/rfc7591
22 OIX, “About,” https://openidentityexchange.org/about

23 OIX, “A Guide to Trust Frameworks and Interoperability” https://openidentityexchange.org/guide-

trust-frameworks-interoperability
24 OASIS, “About Us,” https://www.oasis-open.org/org/
25 OASIS, “OASIS Security Services (SAML) TC,” https://www.oasis-

open.org/committees/tc_home.php?wg_abbrev=security

26 QASIS, “Authentication Step-Up Protocol and Metadata Version 1.0,” http://docs.oasis-open.org/trust-

el/trust-el-protocol/v1.0/trust-el-protocol-v1.0.html (May 2017)
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https://tools.ietf.org/html/rfc7591
https://openidentityexchange.org/about
https://openidentityexchange.org/guide-trust-frameworks-interoperability
https://openidentityexchange.org/guide-trust-frameworks-interoperability
https://www.oasis-open.org/org/
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
https://www.oasis-open.org/committees/tc_home.php?wg_abbrev=security
http://docs.oasis-open.org/trust-el/trust-el-protocol/v1.0/trust-el-protocol-v1.0.html
http://docs.oasis-open.org/trust-el/trust-el-protocol/v1.0/trust-el-protocol-v1.0.html

Biometric Identity Assurance Services (BIAS) SOAP Profile Version 2.0%7
Electronic Identity Credential Trust Elevation Framework Version 1.0%
Identity Metasystem Interoperability (IMI) v1.0%

Identity Provider Discovery Service Protocol and Profile?

(1 1) FIDO Alliance
FIDO (FastIdentity Online) Alliance [3523EICE T 2 Y27 — F ~DK{FE 2 (KI5 %
LEERNELT2013FICHKRE L, il L7z BIYD 720 ORI O HE, (EBRICHEILL 72
BEORET 0 77 LOFERE, X HICHAL 2B % th O EEELFIRICHREET 5 L v
2 72iEE) 21T o T B IEERIEARTH %53, Windows % Android & \» o 72 F %7 OS, &5
IZ Chrome. Firefox. Safari ® Web 77 7 #3 FIDO Alliance IZ X 3 HEEDFE # % T
THEY, BIcHL D77y b 74 —LTHAT S EBAMREL /o> T 5%,
FIDO Alliance 23235 L C\» 2 38AEICEE 3~ 2 fEARIZ AT 0@ v
FIDO Universal Second Factor (FIDO U2F)33
FIDO Universal Authentication Framework (FIDO UAF)34
Client to Authenticator Protocols (CTAP)3®
FIDO oAL#lA I DT 1-2-2 IS CaFk 3 5,

(12) OIDF

21 QASIS, “Biometric Identity Assurance Services (BIAS) Soap Profile Version 2.0,” http://docs.oasis-
open.org/bioserv/BIAS/v2.0/BIAS-v2.0.html (Jul. 2017)v
28 OASIS, “Electronic Identity Credential Trust Elevation Framework Version 1.0,” http://docs.oasis-

open.org/trust-el/trust-el-framework/v1.0/trust-el-framework-v1.0.html (May 2014)

29 OASIS, “Identity Metasystem Interoperability Version 1.0,” http://docs.oasis-
open.org/imi/identity/v1.0/identity.html (Jul. 2009)
30 OASIS, “Identity Provider Discovery Service Protocol and Profile,” http://docs.oasis-

open.org/security/saml/Post2.0/sstc-saml-idp-discovery.html (Mar. 2008)

31 FIDO Alliance, “Alliance Overview,” https://fidoalliance.org/overview/

32 FIDO Alliance, “History of FIDO Alliance,” https://fidoalliance.org/overview/history/

3 FIDO Alliance, “Universal 2nd Factor (U2F) Overview,” https://fidoalliance.org/specs/fido-u2f-v1.2-
ps-20170411/fido-u2f-overview-v1.2-ps-20170411.html (Apr. 2017)

3 FIDO Alliance, “FIDO UAF Architectural Overview,” https://fidoalliance.org/specs/fido-uaf-v1.2-ps-
20201020/fido-uaf-overview-v1.2-ps-20201020.html (Oct. 2020)v

35 FIDO Alliance, “Client to Authenticator Protocol (CTAP),” https://fidoalliance.org/specs/fido-v2.0-ps-
20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html (Jan. 2019)
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http://docs.oasis-open.org/bioserv/BIAS/v2.0/BIAS-v2.0.html
http://docs.oasis-open.org/bioserv/BIAS/v2.0/BIAS-v2.0.html
http://docs.oasis-open.org/trust-el/trust-el-framework/v1.0/trust-el-framework-v1.0.html
http://docs.oasis-open.org/trust-el/trust-el-framework/v1.0/trust-el-framework-v1.0.html
http://docs.oasis-open.org/imi/identity/v1.0/identity.html
http://docs.oasis-open.org/imi/identity/v1.0/identity.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-idp-discovery.html
http://docs.oasis-open.org/security/saml/Post2.0/sstc-saml-idp-discovery.html
https://fidoalliance.org/specs/fido-u2f-v1.2-ps-20170411/fido-u2f-overview-v1.2-ps-20170411.html
https://fidoalliance.org/specs/fido-u2f-v1.2-ps-20170411/fido-u2f-overview-v1.2-ps-20170411.html
https://fidoalliance.org/specs/fido-uaf-v1.2-ps-20201020/fido-uaf-overview-v1.2-ps-20201020.html
https://fidoalliance.org/specs/fido-uaf-v1.2-ps-20201020/fido-uaf-overview-v1.2-ps-20201020.html
https://fidoalliance.org/specs/fido-v2.0-ps-20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html
https://fidoalliance.org/specs/fido-v2.0-ps-20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html

OIDF (OpenID Foundation) I 2007 fFic¥E L, OpenlD ® 2 I 2 =7 4 L HflioHE
B, R, REICHY #lA T 2 JRENERRELEA T H 2%, OIDF (3 OAuth 2.0 %+
B& L7z ID ##E7a b a1 TchH 3 OpenlD Connect HEDREZEIT > T 5 130%,
Windows Server 2016 LA ADFS, AuthO, Okta, OpenAM & \» o 72Kk 4 o — B2~ D
HIMHERLEEE 17> T\ 538, 7o, OpenlD Connect DEAHAIC D WTIE 1-2-2 12 TR
35,

1-1-3. TAT v T4 74 BHY AT L LI

(1) MEE%E

AHETIE, TATVYT 4T 4 BHOE 27122 TISO/IEC 24760 & ) — X% % &I,
TATFVTFA4TAEHY 2T L (IMS) OETA (V77 LV RT—F5727F%) 2 rL7
HX T, REFANCBTBET 72— AT — 2 hA K —ORESLEMLEDH 2 HIcDu
THIEIT I,

ISO/IEC 24760 ¢ V) — X ClE, IMS OFHMHICH 7= v B4 RHEMHZESH LT W3 7=
B, PIDICI NS HFEDEREY TRICFEKHT 5,

£ 1-2: KFEECHV 3 EASFESDERY

FEE EF

v 7 474 (entity) - HHEICIFEARX A S D F A A v oERHNICRET 2
TAT L

TATFY T 47 4 (Gdentity) |+ ZTvTA4T4KE#ETEZT ) va—bDES

J& 14 (attribute) - IVTATADORMETE 2 ME

TATVYTAT77AT N AAVHDOTAT VT4 T4 B BICREM T2 T

(identifier) Yba—rFAET7 ) Ea—

VIZ7VYARTATYT 47 |+ FAAVADTATYTATZ7AT T, TVYT AT 4B

7 4 7 (reference identifier: FA A4 VYHATEBEINTHIEIEFE—T, =vF 474

RI) VBRI NI e olthd . KY v —CTHIE S LM
Filloxy 74 74 ICBEEDT LN THWHRWT AT VT
AT7T7AT

36 OpenlD Foundation, “OpenID Foundation,” https://openid.net/foundation/

37 OpenlD Foundation, “OpenID Connect Core 1.0 incorporating errata set 1,”

https://openid.net/specs/openid-connect-core-1_0.html

3 OpenlD Foundation, “Certified OpenID Connect Implementations,”
https://openid.net/developers/certified/
39 ISO/IEC 24760 partl % b & i< NRI B
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https://openid.net/foundation/
https://openid.net/specs/openid-connect-core-1_0.html
https://openid.net/developers/certified/

F X 4 v (domain)

TATFVTF A7 47— avetoftHNOEDIC, =
VIFATART PV a— rOESEAHHTE 2EE

FTATF VT AT 4T —Ya v

(identification)

FEDFAA vNOZ VT4 T4 %Oy TF 4574 L
Xl L CRlakd 2 7' m & X

TATFVT 4T 4 1E#H

(identity information)

TrIbCa—MEDEAT, TAT VT 4 7 4 ([CBES
BART—=RZPTETEHEEND
ICTYATLEBFETAT VYT AT AR, TAT VT
4T AIEHRE LCHET S

VAV AR E DY

(credential)

A=k VT ATr—vavCERTIEODOTAT VT4
7 4 DR

Bz —F 3 =L, NAT— Pz —F % — L4,
PIN, R~—1tA—F, +—7 v, 8. XAF— &

F—kv T4 75— av

(authentication)

RV 74 r—vavolEh CEEIN - Mlfkic k-
TRod b)) TuvR, FULESGE, &A—kvy T4
T—=T v NTAT VT AT ADPEREIND

F— VT AT = avDOTuvATE, RV 7747
LV zvras 740N —2H 2T E U
FoT7ATvT 4T 4T M) Ea— b kDbND
LoA(level of assurance) #i#i7z L TWb %27 AT 3
TakAREEND

Fd—kvFa4T—Tv T4
FTYTATA

(authenticated identity)

IYTATADEDICA =V T 47—y a VRO
BAOMEK I NTT AT v 7 4 7 4 15

RV 74 75—vav

(verification)

FEDTYT 4 T AICBEMNTONTZTAT VYT 4T 4
HHRAEL W & 27T 5 7ak X

RNV 747 —2avyD7avATiE, FALVHADOIL Y
TATABRRT2DICEDT Y va— RS ELE
PEL LT, REINZLERT PY Ea— R
INTVWEHe, ELWS v Ey 72 2%2FLTW5SD,
ERINE-AEHENO b D2, ZLTERAT YT 4
TAKEEL T2 TH 202 MRT 5

Y F a0

(validation)

XHEPILT vy, 7237 ) Ea— FB3FET
BB L MRS B 7z0ic, MM WIHEZ BT O I

0 RYF—v g iz onTliE, ISO/IEC 24760 & ) — X CHIRII R ERV R INT Wi WED, 22T
13 ISO/IEC TS 29003 iIc 51T 2 EHE A TLH T 5,
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D&, AT aTERRA—=V IV T4 DY —RICHEREAT
5z

TATYTATARATAY

I (identity management)

WEDFAA VICBTFBTATYTATADT I
—bDITATHA IR, 24T, FEOARXT—X
PEMT LD TuREEKY v —

TATYTATARATVAY
F ¥ 27 £ (identity

management system: IMS)

BT AART—RE2ELTAT VYT 4 7 4 [EREHEEr
T57200FKY) v—, FIE, Hifi, Zoftho) v —xT
MR INE X=X L

TATYTATATN—T 4
v 7' (identity proofing)

—ED LA ICET 2L AHANE LETAFT Y T4 7
ATETFVRICHESIRY T4 =gV
WH LY n—A Ay O BITfbID

TATFVTFATAIET VR

(identity evidence)

TATFVYT AT AERPIELTH D LHERT I L AE
£ 315

Ivyua—)LXAvFh

(enrollment)

IYTFATABEDF AL YINTRBEE3 7ok

TFATFTYTATA 72T L—

vav

(identity federation)

FAA VBT AT YT A 747 —ayDldllyd
2T AT VT4 T ABERER BB L VERT 0%
HMELE, 22U O F X4 vElo&

(2) 7TAT7v 7474075l

WU R T ATV T4 7 AEEBERIT Y 7201id, WL o oJFANICEE W72 3% - BiF - &
HBNEEL 2%, flziE, T4 20V 7 YDTAFYTATAT %727 T, TATV
T A4 T 4 BT 2 EFR A ikamIC % K i B % 5 2 72 Kim Cameron K13, 7Y 2V T A4 7
VTATADERICETDE [TAT YT 47 4D 7)FEH|(Seven Laws of Identity) | % #2015 L
‘/CL\E)ZHO

£ 13:TAFVF4574D7RE
# E: WA
—FICXBHE | TATYT AT 4 VAT LR, 2—FORERRTNITL—H
AT s E M AR T RE Tl AW

=
Eil

4 Kim Cameron, “The Laws of Identity”
https://www.identityblog.com/stories/2005/05/13/TheLawsOfIdentity.pdf
HARERIZ, WNEE, (74774740 7TRA 25,
https://www.sakimura.org/2011/05/1104/
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ROKEL, RUICOlesoTHITE S Y )V a—vaviid, f

[REEN-H&EThR | .
2 NI DBTAT VT AT 4 ERERNBICL, BR~DT 72 %
fKBR D 2B X
HEYICHRT 2V ) 2—avThs
TATFTVT AT 4« VAT AL, FEDRIIC B W TEAER %
ESABGEEDE~ | ’ :
S I P — BEE L, HOAFTEBIEY AR & HOBIRE D 31 L <
il 7N
e WA BIRT 2 & 5 IC3E & R G b 7L
TATVT AT A « VAT LT WAER T2 (2560 723
g | PP BNRETA ﬂ¥k7?4&—rf@mfar%m@ﬁ@ﬁjéhotﬁw
FUT AT A DOWTEHFE—F LATNRIER LR\, 2D &ick ) A%

MERF L 7228 D A REIC BT T O NFAZ P IETE 3
BRDOTAT VT4 | TATYT AT 4+ VAT LI, BROTAT YT 4747 8N
50 747mANA XL | A ZICXoTEITINIERDOT AT v T 47 4 HEffioHEER
it o> FH FLE 1 HEEFLATNIE RS 2w
TATVYT AT A« VAT L, FfEZ2—F 2080 AT
LAD12DayR—3v e LTERLATNITR S R\, W
BYVRYY AV ER=T 2 A RAEREL CI—FERR AT
AL, TAT VT4 T4 2RELRTRERL W
TAFYTAT A4« AT LIZ, SEITERRATFTTCOTA TV
TAT A AVTIFALOSHEEA[REICLDDD, —HMEDH 2
=P T /Y- v E—T7 =R ERELATNIER D
72\

6 N D éE

Py INT—EHlED
7| Hbar—HF s AR
Jxv A

TATYT 474 0ERICETE, 2ho 7THINCES (v X7 L odka! - i - EH
DEEL D,

(3) TATvT 4 74 EHY 27 4 (IMS) DA

ISO/IEC 24760 Tid. TA TV T4 T4 EHMI LD B, [HEDF AL vick T3
TATVTATADBED T A 7H A I NVCH, 24 T EEOAZT -2 %2 EHT 5729
DT RERY L — | LERINE ICT AT LRLEICBWTERINETAT VT4
TARTAT YT AT AERELTCEEING -0, ThOTAT VT 47 4 HEREEY
WCEHT 27201, TAT VT AT A EREMFFT 27200F Y > — FlE, Hiff, 2o
o) Y —ATHEINEAN=ZL (=TATVT 4T AEHY 2T L 1 IMS) BB L
2%, BARRICIE, IMS 13, BEIES) (TAT V74 T4 HEROEHECRY) o —FH) &
YUY —RT7 7 w2 EH GREEPEEERONSG) BEREEIL 25,
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TATITATABEEYATA(IMS)

°
TATITATA ERENL: e 2
EROEE J J‘MEEJ E'IEGJHR?%J Y ”E‘*EJ‘" “

IMSEEE

v

B 1-2 : IMS @3 7o 4242

CORTEEREHERIDIE., TAT VT4 TAEROEHRICBTE 74 794 708
McdH3, ISO/IEC24760 > ) —X Tl TAT VYT AT 4 T4 7470 LT, UT
DY RING,

Y

unknown

[y

enrolment

enrolment / restore ™\ delete

h 4

delete

established

archived

. . activation
Identity adjustment archive

suspension

suspended reactivation

B 1-3:TATYT AT 474794 71V EHR

maintenance

X 1-3I1ICBTEETATHA INAT—VDERITILULTDOED,

2 ISO/IEC 24760-2 % % & I NRI fERK,
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K14 IMSDFAL 7H A4 I NRTF—VDEES

AT =Y TE R
TVI)TYv IVTFATAZBINTEDICHOCONBERET AT VT4
Unknown T4 LY RARICTELE L In WIREE,

IZAXTYvial

IVE—ARAY F TR ICBWCHERTAT YT 4T 418

Established WMOMEEE N TV BRE, VIFTLVYRTATYTATIT7AT
(R 1-2 ERZR) L OMMERSERL T, HRSERK S
NnNd (TATYT4T4LYRPL—va V),

TUOFAT IMSICT AT YT 4T AEMBFEL, TV T AT A F A4

Active YNTHHAEE R — R ) YV —RICT 7 & AT BIREE,

YAV Ty R

IMSIZTAT YT 4T AERITFEETEH, =T 4740 F

Suspended AA VRO Y Y — R % HHTE R IREE,
T—=hATF TATFVTFATALYRRICZVYTATADTATYT 4T 4
Archived BIREIFET 20, FAL VNG YT 4 7 4 BIFEAE L7 Wik

BB, TVT4T4DT —=h A7 FERIIFzva—L AV %
TORVRVAMMATE R, TV T4 T4 YR —V LT
BiH. T—h A7V ERIIZ Y T4 T4 DR TAT VT4
T4 (T=N47F EHHREECHEbDHL)ETRETY v
23570 EING,

¥, BI94 7R —IHICBT BRE

Py

DEFRIZLLTOHEY,

[

£ 1-5: %574 7R 7 —VHDREDOER

("o

NS

[

T

ITvya—nLXAvh

Enrolment

~_Y 774 F (verified) KUY =421 —7 v F (generated) &
NITAT VT ATABRICEATE2T7ATVvT4T74DT 4
FUTATATINAN—T AV ITELY A L —3 a3 V%{T5C
&

TI2TARX—=vav

IVTATABFNAALAVHTRBEINTHWE Y)Y —Z~D7T

Activation 7 A, P—CREFHTEL LI, TATVTA4T4LY
ARXRCTEHINTWIHERICTAT YT 4 7 4 Gz AN
5zt

AVTF VR TATVYTATALVYRARXRTHEHRINTVWEIZ VYT 4T 4D

Maintenance TATVTATAERET v 77 —1+352¢

43 ISO/IEC 24760 partl
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TAFVTFATATY |+ TATVFATALYZAZTEHINTVWERZI YT 4T 4D

v A FX VR TATVYTATAERET v 77— 58T, TI2T 4N
Identity adjustment — ¥ a Ve B RICBES 2 2 8

PARY T a v © TATVYTATALVAZTERINTWE I YT 474D
Suspension TATYT 4T AERDO % —RIICHHTE X5

TE52L, FARVYa VIIEBINTWETAT VYT 4T 4
BRA~DOT 7 e AMEZHIRT 2 & Thans

V777 4R=vay |+ HFARRV T a vl

Reactivation

7YV—F LV REINETA TV TATALBFETAT VT AT 4
Delete TR D 7E 2 HIFR

T—=hA47 T ATVYTATALYRRLCBT LRV TATADT ATV
Archive T4 T A EROFTHIERD © & ©, RO Hig T

DHFIFHTE, T VT 4T 42 bMIERP IR N 5E5D
B, BTy T A4 T4 LTT 7R AT[REL 2 D

TvE—AAVE Y |- TFTATFVYTFATATA—=7 LTHONEIDEZTAT VT
ZNT ATAERBTAT VT ATALYRAZ LG ENE v
Enrolment/restore = SV i = I 37) Ralb o

IMS DY RBERHEZEZEZ BRI, TNOTATVYTATADIATH AL I NICETS
BTy a v PBUIITONE LI TAT VT AT A~AY AV b RGEh- WETs L
BROOLNE, IMSIE, TAT VT AT ATATHAINDRT =V ICE > T, IMS %%
KT 2T 7 2—0u—NeT 7y avhiinsizo, IMS Ofaz i Ed 2 7-9I1Cid,
INDLT 72— OWCHfET 2 L BEEL b, BRNICIE, UTO XS %8 a7 7
Z—IC X o TIMS 255/ - FIHI N T3,

F 1-6 : IMS ICBIGT EERT 7 24—

# TR E 7%
1 | Vv - IMS KXV Z VT ATADTAT VT 4T 41
(Principal) WO, BEHINTVWEZ VYT 4T 4
2 |[LYRML—=YavAhE—VIUT |- ZUVB—ARAVIRTATVTATATA—T
4 A VI TATVTATA LY AL =Y avic
(Registration authority : RA) WL CHETEZAIFRFED N AL Vit T 5T v
T AT A

4 ISO/IEC 24760 Y — X
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3|\ TATYTATAHERA -V TATYT4T740—=2UEDOT Y Ea—t
74 EOZYES LU/ E 212 IEL 312D CRER
(Identity information authority : ARERGLR AT O C LB TEBRFED F A AL v
I1A) CBEL vy T 4T 4

4 | TATvT AT AEHRT a4 FIRMATREZR T A 7 v 74 T4 Wz 35 =
4 (Identity information VT AT A
provider : IIP) P oI e A =L —> a VIIEEEFN A4 VN

TRAIINEZ VYT AT ADEDICTAT VT
4 7 ATEREAER - MR T2 2L, A TP @
HEZHES> LD B D,

5 | TATYTATALY AL — IMS ICBEWTTATYTATALIRARICT A
v a v+ —v U7 4 (Identity T VT 4T A TEREINE, BLEk. BT Ao A4
registration authority : IRA) _L—va ViR Y v — 2, Ei T 5 R PR

NeBT LT 7 %—

6 | TAT VYT ATATH—vay IAP 34— v T 47—y a v RU/XIET Y
TaoNg R Ca—F2RMTF2HEEZAI RV 7 74T L
(Identity Assertion Provider : LCEEN L. TAT VYT ATALYRRICT 7%
IAP) b P

7T | ZVvTvvenAvaT/ JLT vy nA v aT LI FEF AL VD
JLT VY LY —ERTEAN TYV VI TNERNL T, 2 LT vy v bk idits
A% 2EEEHT LTV T 4T 4
(Credential Issuer/ Credential CSP &I, YFE P AL viICBTE 7L T vy Yy
service provider : CSP) VEBOBETZAS, BEINZZ VYT 4T 4,

CSP 7L T vvxiAvaToan— i)
Litbd 5,

8 | V77 AT NY T4 T—=avVETIIVTATA
(Verifier)

9 | VIAVITN=TF4 FEDZYTATADTATYT 4T 4AERD
(Relying party: RP) RY7475—vavickiflsyszvy 7474

10| 7AFYT4T74<AY AV BENAAVYDTAT YT AT 4=FT AL
A=YV T4 D7D YA AN ZER - WEST 2008
(identity management authority : B A L. CNbHNEER T 57-00D~
IMA) AVAVIRY) - HET D

11 | A—=T4 %2— XE I NP FIEICH > TEE AT
(auditor) L, T, EER X oo s D b EE
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DT ERFIHICHENMLL T\ 2 529 2> % Tl
35
12| L¥=2F Y —HKT4 T ATVYTATARAY AV PV AT LOEM
(Regulatory body) BB 57200, EE, B, AR ICK
> THEBZG 2o, HIREZG 2 N 7B
Blavyia—</y74 XY 7| EHIrOHEECTREZTS720DOWEEHP, 77
LY T —T47/T FET— ARy —HHlORED-®ICH ¥ —iEH Z1T 5
5 NS
(Consumer/citizen
representative or advocate)

INBLTI7Z2=BIMSCBFE2TATVYTATATATIA I NVERORTEDX S 7%
BEZRZL TR0 W THAT 21CH72 0, K%Eﬁiﬁ?@30@7l—fm

BUDLL—RT =A% b LI, IMS DEMOF 271200 CTEM Y 5, BARIYICIE, IMS P
LR L U CTEFRULEE (enrolment, activation) & BEHTULEE (maintenance). IMS F'eﬁﬂf@ LL
CHHEBEULIE (federation) D 3 DD — AT — A TH 5%,

unknown

B IMSPALIE
a. ZEHMNIE (enrolment, activation)
EnrolmentflLi2 - ActivationZLEE(Z L
Active stageZ TO:EH

enrolment

b. FE#HAWIE (maintenance)
IMSTE LT\ 3ldentity Information® 37 L2

Identity adjustment
. . delete || m  IMSRHALIE
suspension active c. SEHEALE (federation)
N fEIMSADIdentity informationsZ i 122
suspended -
reactivation .
maintenance
IMS (A) IMS (B)

m federation m
-assertlon

K 1-4: TATFTVYTATATFAT7HAI2AVAD 3 AT —Y

6 PIFCHEMT L300 —RT —RICEBLTET 72 —13FK 1-6 KERHT 74 —D5H, FIC#L-9D
TFTIOR—THb, KL—R7 —ATIIELL TS, ERRICIE IMS 2581 S - SEH N 729
. FNOLEREM BB 2#10- 1307 2 X —RBEELTW S,
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a. IMS PALE : SRl

Tz 2
@} Identity Evidence
(

Authoritative Source RN e %)) IMS
/ Verification\
= o =) Validation Registration Authority
EE @Identity Evidence E @

Identity
Register 4;\ ®ldentity

= Redistration

AX)&IIP(X)

(@Verification.

> KIIA(Y)&IIP(Y)

.

@ldentity Informatipn Identity Information —

1IA : Identity Information Authority
1IP & Identity Information Provider
IRA: Identity Registration Authority
CSP: Credential Service Provider

([@DActivation

1-5 : a. B (enrolment, activation) D 7 v —[X]|

BRI CIE, TV VO NP ORI EINTEZTAT VYT ATAIET VAZRMEL -
IMS i, 7V VY A DTAT YT AT ALY A ML= 3 VICKHERIGEFHRIHIi-> T3
DOMEREATIBEY DL (STATVTATATAN=T AV D)o TATYTAT AT N
— 74V ZICBVTR, ZELEERPELEY? (R 74 75— av) o RICHEND? (N
Y F— a3 v ZonToliEExiro (D).,

IMS IZMEIWICIGEUTCT AT VYT 4T 4T T v ADAERICTH 5 Authoritative Source 12,
TATFYT AT 4TET VZAOBEZIT (). Authoritative Source TDANY F—3 3
VRV 74—y avEfiitiTolk (B). ZOMEERRZEALTHH S (@), 2L
THGELRERZ B E A IMSHTIRA D, TAT VYT ATALYRAZENLTAT VYT 47T
ALY R —vavieBind (B),

TIT4R=vavTiE, 7V Ve SARHGOT ATV T 4 7 4 [HHE S - EHAlRE
LB DICRER I LT VX Vi CSP BT Y v it LEITT 5 (@), ¢ T,
FFAL VPR T 29— R4 v AT 70 avTELLIRCTEILT, IMS N7
AFVTFATAERET 774 ~—1F (D) ¢35,

o —fle LT, NAAGRREY — B RicE W TE, FT L 2 BFIEHE O AR EMGEEGE & 1240t
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b. IMS QLI : SEFTLER

Fuzzv 7\
%{ (@identity Evidence

Authoritative Source (] : Y IS EERAR) IMS
'Veriﬁcation\
") Validation Registration Authority

Identity Evidence

Identity
Register R ®

ntity Informati == Registration

1IA : Identity Information Authority
1IP ¢ Identity Information Provider
IRA: Identity Registration Authority
CSP: Credential Service Provider

K 1-6 : b. EHAULHE (maintenance) O 7 v —[X

WHHECIZ, 7V venid, Zv T vy rrzHlnktd—k v 547 —3 a vETE,
W TATYTATATET Y ZA2EHF L, IMS FOTATF YT 4 T4 ERE2EHRT 3,
TP, SV VI ASAEFECSP It L2 LTy v v miEkN (D) +5, CSPTIEZFELEY
LTV Yy R 745 —vavl, A=k v Tar—vavifid (Q), 2ok, 7
VY VI BRTATYTATA4TET Y 2%5RT 2 (Q), Zoth, Tva—L 2
vV MRFEFRIBRDOUEE T, TAT VYT ATALVLV AR LT AT VT4 7 4 1EHEHE
W/MEIET 5 (D~®),
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c. IMS FELEE : EEELE

IIA : Identity Information Authority . B) i i
IIP : Identity Information Provider ®Credent|a| < (©)Provide service
IAP: Identity Assertion Provider (Authentication) g DIMS(A)Z &3
VLV VAR Federationfg =
IMS (A) IMS (B)

Registration Authority v

A(Y)&IIP(Y) Identity / /\
Register RP(X)

(3ldentity Assertion ’U

(Federation)

IAP \ @ldentity Assertion
(Federation) RP: Relying Party

X 1-7 : c. FHEEELEE (federation)

RPIZ. 7TAT YT AT A4 72T —2av&{THILT, 7V VLDt —kvTF
A4 Tr—vaviEME AL D IMS ICENS 2 EA[fEE72d (HL, HENTHG K AL v
» IMA (Identity Management Authority) [FEl4:23, SEHIICH] N X 4 V[H oD ID #EH % 74 L
TV HEPHR), 7V Yy AR IMSBICNT 24 —% v T 47— a vk, IMS(A)D
TH—vaviefuEiT s iitn (D). 7Y vyt IMSAA)IH L, ZLvT v
XNEELA VT AT avEFEITTE (2), TV VI AVIHGOTAT VT
4 7 4 1E#RE RPOICREEL TRV - AEZITW. TAT Y T4 T4 T —vav
(VIA VY TR—F 4B A=y T4 r—avy T3, 7AF V747 4 A —
VIVTAILEBZAT— AV ) O TRPX) i (B, @), RP(X)IFZ T -
TATYTATATH—vaviiEz, BHO N AL VICBITF L7 ) vy r~nH
— U RBEAIR AR L R e o 2GS T v e ot — e X ({EE TS (B),

(4) TATvT 4 T4 BHOT Y 214k
TATVYTATAHEROL VI 20T, KA E L CHRIEREZH W27 Fa T
DU ZIToTVWEY AT LABE W (e LT TAT VYT AT A TA—7 4 v ZITHO
bNBETAT VT AT ATET v AOEIEFEE L CRFFIED 2 ¥ — 28k T 255),
iz, 7Fa 7o IMS Ofle LT, =% (FU v ov) 238RE < oFrdl g
FARRICH 7 0 . RAMERFLHE LT, SN EE2H0R LSRR = v — L CiitiZ. 5
Wiz —FRavr—LCRET 3 vwo EBEEINS, WTNOBEA D SRR I
RSN a v — (/R T—%) b LICRABREZEML CTEY, ThixT
Fur 7 DIMSThbLEEZLNS,
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f%%%%

NGEBT

(TI9)/8/A-F)

NLEYT Nl
FI5)) (/B =)
707
S il IMS
1 (/BT —5)
Crero <
11 1 111 >
i =
AL i ERER

X 1-8: 7FuZdIMS (#)

ikt L, BRI SRR 0 7 2 2 AL o R IS, AR EEZ o v —
W/EIRT — %) T3, 7Y XNVBANG L 2 O F £ 2RIEEIEEE L, SRl
Blidzo~y v ) =270 A CEE I NG DEOMGEEZIT ). Lo FIHFED
HWATETW5,

. §=7=s
> \
LB LB
BT R | LLES
(TIF)) 1+ (TI7))
TI9)
NEBT IMS
) (FI5)))
Sasa==:
L i 1 1 11 >
: —
N S SRR

B 1-9: 710 IMS (i)
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KT <TIZ, IMS oF 2t ld. 2ok BfHEDRY LV BT 2A{bT 352 L
WziE, =2V ) =X TABIERTCOTAT VT 4T 4TV ZAOHHESE) Lz, 2
FEPIFEICEBEWT IMS O F Y 2 AL o @A S BREEE 1C D W T B

1-2.  FgEA IMS EF L & R

AEiCIE, BiffioT AT v 74 74 CBET 2RERLEE 2, BE-RMCHY b
% IMS ETMICOWTHLY EJ729 2T, 22 THWw b TWw 5 BRI 2 Hi iR © /73
F Y RER L LICOWTEMT 3,

1-2-1. IMS D EHEEF L

IMS DEFA/AF—LE LT, TNE T/ HEDRENLDL DL LTI Centralized (5
FEH) TEFALEL 72T L —va VETAREITOLNS,

EhEHET LTI RP & AP 23FE—F ke b, @7 AT v T4 74 EHE Y —
R TV, 2= FRF—CRBICTA TV T4 T A BHRLEE 2o T3, Fl 211,
=% AT, BERIT. CHITOA VY IA4A v A"V R Y TRHNOBICT 72 2T 58, &7
TR LAY ZA4AvTAhy v bcfilflice 74 v L, fJlRlicE Y 74 vy F v 7O
LT 72 AT LA, EPEHETATHL L VR 5,

7x7L—vavETNE RP LIP3y T4 74 THY, 2—HFRFRP DT X
NP = RICT 72 AFT L5, IdP OT AT v T4 74 EREAVS, £72, =—FIIRP
Hcu 7408 RFHEDIAP DT A 7TV 7 4 7 416z b Lo, D RP LT
7R ATE S, flZIE, =9, ASRAT. BHRIT. CIRITOA v 74 vosv v 7
ICT 72 2T 5B, DIRITB RT3 7 A7 v P 2o T, A~CORITOA Y T4 vy
FYITORICT 7 ATELLAIX, 727 —vavETALTHLLEVZ D,

Centrali.zedE?")la 217 l/—‘{sl‘/’E'T"Jb

1-¥ 2
1

ARRAT BIR{T CifT
IdP/RP  IdP/RP  IdP/RP

X 1-10 : fRFH R IMS DT
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Avr—Fv b Eolid Aty T4 v — 2RI NIED 72 4013, &9 — b 22
frEHEE D, BRI S W8P < IMS 24 L., AR Y o —icfit->TT7 4
TYTATADEMETI DR TH o7, Z D%, HEOBELMEN LY — v ROHM MY
7= DT L 7 B o, HENZE - RO R T 2 9 — e R BFBTICE 2 WIEAZICE WL
T, MHBEDOT AT v T 4 7 A M GEAZE»EEE L CER T 2 (R 2 #5235 L EH
AL TEA, Z08—0 IMS ZHEEME - 0 EHT 2 013, EfoRsoii#Ee, %
MR KD B2 HANF VY RRLT AT VT 47 4 HEHOMRIEL KD 2 E O Y b
FrEETL L, H0E - HBHECTOAREICET 27 NIBREVE VI TELD L, £/ 7
TARNY —DBETH, BH—D IMS ECLP2PEHODT AT VT 47 4 ZEHE R VIR
ZVRZ2THY, WNRPLETH -7,

O LR RS 2720, IMS BMITTAT v T4 74 EHRESLVED T2 RkM, &
mbb7 27l —vavETANLRBIZLL Cvwol, 727 L —v 3 VET LTI,
IMS Y27 L7 PIKHHAZFICL2HEDT AT v 7 4 7 4 [HHROEEE I3 2 #F~
DEEZLAT, £ IMS OMAEMRZEHL, FIREOTA TV T 4 7 4 DE#EETT I,

FTLC. b DREAFRIZEKIHT 27201, IMS & Z BT 2 HiiTo %k
fLbiER, 7oy a=vy s 7atart LTo SCIM % ID #iEL L ToD SAML B X
OIDC b o - HffiHF L L COMMBRESI N, FH#EL LTEH D IMS THwOL S X
S o7z, RIEATIE, TN HBIEOBEIC DWW CEIHT %,

1-2-2. IMS EF A IcBWLTHW b5 Hiffisiss

IMS 3EH OB — v AICHE->THEEINDZIIOTHY, 22 THO LS Hiffo
BHELII AR A D ER>T 0D, TOXIBRTVEALTAT VT 4T 4 DEEHELICIE
WL O20F)A & EEFEM 2R H Y, FEAESDOE T v b aViFICEET 2,

29



%

JORIVEE ———
OpenlD Connect
FAFYTATATIFL-YaVO—ET, :
FAFIFAFATI-VAVDFEED / OpenlD Foundation
Joran
OAuth 2.0
YY-RAEAIEBT BEHOREAE
RETET-90TA—ThL, =] ' IETF
ZOPURYETZTORIIL
| FIDO

IJTATAEA-EIT1T-23083

/ FIDO Alliance & W3C
Jokan

il

SCIM 2.0
ST AAR JorvazyrEE e e
M 1-11 FEIMSickiF3 7 v b a2 B
HK7a b ariefET HES LORBRMEIITRD LB,
R 1-7 bk & EECHARBE
A= R wdalk aon] TATVT
7 4 T 4
fE6£4% | SCIM  (System | FIDO (Fast IDentity OAuth 2.0 | OIDC
for Cross- Online ) (OpenID
domain Identity Connect)
Management,
L 411% Simple
Cloud Identity
Management D
B%) 2.0
BEHE{t | IETF (The FIDO W3C (World | IETF OpenID
EifZS Internet Alliance Wide Web Foundation
Engineering Consortium)
Task Force)
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A | 4 v & —>+ v} | FIDO Ooftkk | World Wide 4 v 2 —*% | OpenID #%
E3 ICBEE S 2 EERE | SRE. A | Web & HHE | v M ICBE | AT 5B
AR Z RE | B, FIDO & | i Hiig 2 | & 2 FRHER | e, fRE&
TIEERERE | A~ | BT BIEEF | iR E R | i AT
BiEfla o= | E7ur7a | ERGFELN | €9 20FE | JEENERR
74 2 RS 5 | 1k MIERERE | PR LA
N E PR e fta3a=
LI 74

(1) Fveya=vs (SCIM2.0)

FreYazmvrsratranreiy, Web ¥4+ 77V 5 —vavEDs734 7 b
bWeb 77V 75— avdd—bCATuNA XL, TATVTATAIHAY AV PR
TLATEHIN T2 TA Ty T4 7 4B L 7w ey a=v s (BHYER) 217
StooTabrarkigd, YatraroBELoEEL LT A VvE—F vy FOEK -
ERICHE G, =D F XA Y EFIBAC I, #IIC T A 7y 74 T 4RO 7rey 3
VT ERTIBEPEC T BB L, Yreya= v 7 oEELZ HIEL,
OASIS (Organization for the Advancement of Structured Information Standards) C & -
T XML JE cidii 3% SPLM (Service Provisioning Markup Language) @ 1.0 %% 2003
1T, 2.0 232006 FIC I N Tz b DD, O EM S LA EHEOE X 5 63 K&
Liedro7z¥, ZNTHEMIF - RABTOT AT v T 47 4 1ERDO L ELY ik fEHE
LOFEIZZ 7V P — v 2ADFRE LKL O > TEE v, SCIM 1.0 28 2011
i, 1.1 282012 £ OWF (Open Web Foundation) WO 7 —F v 77 v — 712k - T
B X 728,

SCIM (34 v &2 — 2 v b IicB3 2 BEHER ARk 2 SRE L T ¥ 7z IETF 1B T . 2015
£ 9 HICABIE 7= RFC7642, 7643, 7644 » bR X113 SCIM 2.0 Tlid, 7TAF VT
4 7 4 R E @D R ¥ —< o JSON JEalcitih L. RESTful 7z Web API ¢ CRUD i Ff
fLL 72U ZITH 22, Lo ZFEPED LY, SCIM I wEFoRWT m + a
b U CH DIRR A S, Bfd Y — & 223 SCIM ICHERLLH IG5 2 & C, Web A4
T TV r—va Vi —-oTIEIIRIET LT, AT TV S —vavhrboTa
Y a v AEEL o T,

TAEBOLIEHEERRE T2 ¥ = ) 7 4 Bfighadids (2011 4E 109

https://www.ipa.go.jp/security/fy23/reports/techl-tg/a_08.html

8 System for Cross-domain Identity Management “Specification SCIM 1.0 - Deprecated” “Specification
SCIM 1.1” http://www.simplecloud.info/

49 System for Cross-domain Identity Management, “Specification SCIM 2.0,”

http://www.simplecloud.info/
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SCIM20 To7rEYa =V 7O RELT, WebT7 7V 7 —3 3 vd IMSHIZE W
TIJSONERTEHINTWETAT YT 474 THH (B 7rYVea—1t) off
Ty —x2]) PHEEINTHS, SCIM20TLYEY Eh3 [V y—=2] otdEH X
REC7643 iIcBW T —¥, Fr—7 RFEI—F, - R T7a [ XFHE, VYV —RZX
ATD5DICHHINT S, T2, HRFORL A LHEBIC X > I ARMEZF ¢ % 7=
BDILT =<y PPBREINTCEbDbHL, 22Tl LCaz—FTD [V Y —
A mLATICHA S 2%,

£ 1-8:SCIM2.0icBWT [V YV —2]| OFERL—FTHEEED
B (FrYvea—1) #l

JE A fC T 4 EsE
userName F—CRATE N[ ZICEBTEIL V7RSI
Hubhs a—%4
name Formatted 7 nt—2 il : “Mr. Kenta Christopher
Yamada, II”
familyName % #ll : ”Yamada”
givenName % ] - "Kenta”
middleName I Pt —2 B ”Christopher”
honorificPrefix R H 2 "Mr.”
honorificSuffix BREE # : "1
displayName EGN
nickName =V I H— A
profileUrl 2—HD Web 4 FEDT w7 74 1~D
URI
title BE
userType ke = —FoBRE MfkicsF 32 —%Fo
fEEE) &N Il
preferredLanguage Y —UERTHRRT D5
locale b duk
timezone RA LY —
active T v Y s OERIIKESE
password SN — F
emails value AXA—=LT FL A

5 Internet Engineering Task Force, “Request for Comments: 7643 System for Cross-domain Identity

Management: Core Schema,” https://tools.ietf.org/html/rfc7643
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display BT NFRTHDO A=A T FL 2
type A—=NT F L RO
phoneNumbers value BT
display BBt T RO EFEHR S
type L
ims AVAZRYVFPAv Ry Yy —fDOT FL R
type AVARY P ARV Yy —DH—E R
photos 2 —¥F o EED URI
addresses formatted i
streetAddress 75 Hh
locality #r - i XHTAT
region M - HRE U
postalCode R
country
type fERT OfEEH
groups g3 s 70—
entitlements SaeliilES
roles B
x509Certificates BT AEHEE R

Bl 7 SCIM 2.0 & LCREb I /T A 7V 7 4 7 4 [ OHH 12, RFC7644 T7 —
2D Y)Y CEIEOTERED b TW5, SCIMDF— X DR T L ke LTik
HTTP R—ZXD REST 7w b ar koo Tesh, Web b — b X ToOL VD ICH
FWTW3, ENAEY 222 XYy KWz FICiEMNT 35,

F19:REST70 FarcOIYZ2ZRMRAYY ¥

BENE YZIZAF AV YR
ERX POST

3l GET

e PUT

HIl B DELETE

ST PATCH

51 Internet Engineering Task Force, “Request for Comments: 7644 System for Cross-domain Identity

Management: Protocol,” https://tools.ietf.org/html/rfc7644
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F 72, SCIM 2.0 BfRICIFERERRA D o T vz, T4 T VT4 T 4 EMOK
RV D913 SCIM 2.0 & i}DJ'J CHIEXNS TLS 7 74 7 v Fidilt, HOBA &
ZF. Bearer h—27 v, PoP F—2 v, Cookie, _"—< v ZEEFZERH| & L TZEITF T, uquE
RIS 5 LTS & RFC7644 TIXED H 3L T 552,

(2) ®EEt (FIDO)

HAEZTa bane iy, TAT VT AT ARBELLS L3207 4 745, RIS
INTBER DIV T4 T4 THEILEMERTZ2TFEOTu barrikiid, tko—
MR 7fB3E 72 F ar<id, ID & XAV = Fofladbedl ozl LT vy L% 7Y
VISR Ry P —=IBATIMS OXRY 77 A TICE L, XY 774 TICTRY 7
A T—=vavEEBLTWE, 20D, XRAT—=Fi23y b7 —2 ETRVED T34
ERBH o772 FTh, BENROUIAC, 74 vV 74 FETHRY — FHGHL
ENEGARCRYVTELCHECEDLLEL TV EZHF—EZ~D ) X MILBED Y 227 H
272, TDXIRYVAZICNIGT 28, ZLT Vv LhOGRUCX 2 AR Fu 74 v, o
—F L7 AR TV ZABEF I RSERDIEOHEEE KD b Tz,

Hi7z \ICFIADIE £ 5T % FIDO (%, FEHER Zx N BrENG 5 77 2% v C B A 2 0GR % 5
BAREL LCWwd, AV IA VI — v R~OFRK, 2—F D27 747 v T4 2 TH
LWEBRT 24 L, MEHRIZZ 74T v b T4 RICEFEL, oA A Y T4 v
— B RICERING, 274 TV FTAL ZABMERELACF YL Vv IICBK/T R LI
X0, MEREPRIEFLCWE LRIV IA v - RICEEHL, #if%1T5, 2D
O, WEERTH L ID L XRAT - Foffihtbdittry P 7 =27 LTV ETLD
=V T4 r—vavPTE, Tl coxY) 74 —va voRRITEFELI N
52 CHERBTORTACHRVTEILIOMEINS, /2. 274 TV T4 R
ICPRFE & N7 B RIS l-ﬁﬁfﬂﬁxiﬁnyﬁﬁﬁ%ﬁ5»&@ﬁmﬂ%kﬁé
vy 7 RERICIE, 1ERGREE. BREE. WEEEEE AN, 2 BREREE T N RFFAGR Y. 22—
ﬁ:&:&o’cﬁbﬂoﬂ"(ﬁéf;7’7‘/a vEERATEETH 5, FIDO IZDOWTIZ 7 7 7 ¥
FIDO Client & L CTHRES % FIDO2 ORIEA AT, KRF7 7 7 F v X [FHKIC
HWIGEL72Z h b, SHOFMIERBARF I TV 2

HDO@ﬁﬁﬁEkﬁ&éﬁ%ﬁoFmOAmmwi2m3$ ICHIE L, 2014 4F
I 27 — K L2 (UAF : Universal Authentication Framework) B X U\#g?ﬁ%n}hjuﬂz@7 =
F =2 (U2F : Universal Second Factor) #2\FL 7z, D%, 201914 v X —F v |

I BT B E R AR 2 R E T2 W3C Itk b, Web 77 v ¥ % FIDO 7 747 &

52 Internet Engineering Task Force, “Request for Comments: 7644 System for Cross-domain Identity

Management: Protocol,” https://tools.ietf.org/html/rfc7644
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L CHfEX ¥ FIDO HEFERIC T 7 v 2§ 5 5D AP (HEE2 EF L /2. WebAuthn (Web
Authentication API) 53#%7&&“ N7 MZ T, FIDO 7 7 47 v &iZREgRE 0@ E Tk
ZHTE L7 CTAP (Client to Authenticator Protocol) 2% E X . ¢ T FIDO2 & I
AT 555,

FIDO Alliance ic £ % CTAP g Web 7 7 7 H e \wo el 74T v PR T 4 F—v
a ViR ERMT AN ORIFROB D 7 u b 2T, (EikfEIEIE USB. NFC. Bluetooth %
W32 ENTELLEEDLNT %, ik, Google D Android 7.0 LA Microsoft
® Windows Hello & \» 5 720Kk N D #25E 77 %13 FIDO Alliance i< X - Tl ic FIDO2

RENRINTWBEY, W3C IC X % WebAuthn (2 Web 7' 7 7 4 & 3 — Sl IC K AOA T
NBAEET, CTAP 2250 Y 7 47— a VIEROZITIY RiEHFEEH-o T3, &
D X 5 iz FIDO2 i3Il o ML 1% FIDO Alliance 1€ X % CTAP ICHEJL L CTREE & iz
ﬂnﬁuuu e, T IFERE S N NEGERERR. Web 0L 13 W3C 12 X 5 WebAuthn &

RE DR R INT, MAPHAGDE S L CTHIEAEL LTHKYIZ-oTw 5,

FIDO2 Z 2 7e ¥ — R TOA =%V 7T 47— a VAR HEATNIC GG CE~T D

AR E =TT DN D NFHHE DR LEE T, FERDPTNIILAT Dl Y

O 2—¥»RPFORIFE T — il (RP) Tr 74 VIRBEBICER L7 2T

FIDO ¥8%% 7 7V 77—+ a v ¥ — N ICERT 2,

Y—eRMUDT 7V 7 — 2 vH—o025 FIDO ¥ — NICERZ X T 5,

#— e Z2{l]> FIDO #— A F ¥ L vy, 2—FEHf, RPIEHRZE 0T

PublicKeyCredentialCreationOptions & L C7 7'V 7 — 3 v —NICK[ET 5,

@ 77V Tr—=vavi—Iba—¥lo Web 72\ L NativeApp I
PublicKeyCredentialCreationOption %% %,

& a—¥fllo Web 7> L NativeApp 2> & PublicKeyCredentialCreationOption % OS
L Web 77 v Hicik 5,

® OS 7wl Web 77 7 #i2 T ClientData ZER L 22, ARG ORIEgR TH N
i¥ CTAP T, WEGRAE#R CHNITIHAND 7o b aLcF v L vy 2 —FIER,

© ©

5 W3C, “Web Authentication: An API for accessing Public Key Credentials Level 1,”
https://www.w3.org/TR/webauthn-1/

5 FIDO Alliance, “Client to Authenticator Protocol (CTAP),” https://fidoalliance.org/specs/fido-v2.0-ps-
20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html

5 FIDO Alliance [{:ARBEZEL]  https://fidoalliance.org/{H A% /?lang=ja

% FIDO Alliance, “Client to Authenticator Protocol (CTAP),” https://fidoalliance.org/specs/fido-v2.0-ps-
20190130/fido-client-to-authenticator-protocol-v2.0-ps-20190130.html

57 FIDO Alliance, “FIDO® Certified Products,” https://fidoalliance.org/certification/fido-certified-

products/
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Permanent or
very stable
attributes

Permanent or very stable
attributes do not need to be
refreshed frequently. We suggest
a minimum 10-year refresh
frequency requirement, in line
with the EU proposed
requirement for Identity card —
see Proposal for a Regulation
strengthening the security of
identity cards (April 2019).

The attribute is to be refreshed (i) when
extracted from a document, certificate or
token specifying an expiry date, before
such date (ii) as may be needed, as part of
the risk-based approach implemented by
the financial institution in light of the then
current circumstances of the business
relationship
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Inherently
unstable attributes

Variable attributes are attributes
which are expected to change
over a period of time, even
though this may be infrequent.

It is up to the financial institution
to determine, for the considered
relationship, the likelihood of
change of the attributes.

Inherently unstable attributes
are attributes that cannot be
assumed to be stable and have to
be monitored on a permanent
basis {or for each occurrence).

Different approaches can be suggested for
Variable attributes.

# One option is to require each
financial institution to set its own
refresh reguirements as part of its
risk-based approach for ML/FT
processes, provided that they should
always be more stringent than for
Permanent or very stable attributes
Another option is to define a
commen minimum refresh
requirements as for Permanent
attributes (5 years?). This could also
allow national regulatory authorities
to set more stringent refresh
requirements — applying both to
domestic services providers and EU
services providers offering services
on a cross-border basis.

b
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(2) v v HKR=nICEITZERID %36/ L 72 onboarding D %h# Ak

YA R=NMCENTIE 1948 FEOER ID AL, BUfo FECER ID offit, &
KHBHED 5N TE -, Fric, BIFA v 74 v — e ZRFHDO 7200 FFHY 27 L8 LT
2003 fFFICE A X 17z SingPass 13, ZERERGERLAEAREIEOE A, & 51T 2018 F o R+
—EA~OFABIC X0 oMt E T,

SRR 13 Z DR # 75 L onboarding OFIEALZFHKI L T 3

F2- 15 BHIQ> v AR - BT ZEE ID %75 L 72 onboarding D%hFAL
POEE U 1) IAL

AR IS D J7 1A - SingPass (ZBUNA v 7 4 v 3 — v ZRFHD 720 O A FRAE
<KFJGHT > A T I, Mylnfo 13TB(Y — v R [H] 0 Hal i NG ERE#R > 2T

LELTHREEA TS v b 74— o CREEFKBINS B,
RECH S 119,

« —J7T MAS 626 B XU/ — Fic X Y IERTHIIC B T 24K
NHEREH PR T E MBI T,

< WIS > - SingPass ¥ X O Mylnfo # Rf|H —CA~[T 5 2 & ic &
. REY— v 2 IBUFFTE O AR ARG % FI AT RE & 72
D, EEHAND IAL fi— 2T iz,
R S ERRALEN ., HERERT 2 BUF EE CEMT 5
ik, IVt 7 —LxkFHTEERY - 2D
IAL % SR b LT v 7L T3,

B TER - BURF OB 7 AT X Y 20 4EUT IS Y [E R ID A3,
Lk INTE T,
- SingPass 7% 2018 4£, Mylnfo 7% 2017 4E I R[S+ — v 2 ~Fd
Iz,

DES - KPR OHHA v R —T 4 v 7Y = — ME, F R

—F4 v azx b bHlRE N,

V= bAVR=T 4 VIR OBERIEME BT T — & 2 5
HELANEHZHR ST 2 2 CRoy FEpliEI s,

- SingPass % MyInfo % AML/CFT ~FIH k3, SRhkE
DIREICER - BAEL 727 — 2 TR A ERL T 3

- ER ID SRR © ¥ 2 A L 7\ A 03 HEERER S SRl
—EREMHT LA =FLID LA ERS>TWS,

&
R
S
2
&

SingPass & A D FEHE
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Singapore Personal Access (SingPass) (% 2003 I AR, 2016 ik Al (Singpore
Corporate Access), 2018 %2> 5 I SingPass Mobile #E A L, RV — v 2~H IS 1
720 2003 FFE A L] D SingPass (ZfTHA Vv 74 v —EZA~T 7R T 5720 ICER ID
LR — F il b zfig mttiflaTh o 7223, 2015 £ 2 ER§EERE. 2018 4FD
SingPass Mobile % FI|FH L 7= fEAGGERE CEHREAE DB AIC X Y 5L AR H T 5, F 72 2020
£ 9 HiCi3 iProov D BHRERESN 2 BRI s L. BURFBEBE @ % A4 X 7 iimRic 1 % 30EE S W]

REL T 2L TAY— P74 VEFALAVEONYAABK LN TS

Mylnfo & A D%t

Mylnfo |3fTE(Y — € AR CEE T 2 7 — X DEFkE i1k 3 % “Tell Us Once” ¥ — R &
L T 2016 4E il Al 1 23, 2018 4EiC Mylnfo Business & L T EAM IS EA S iz, £ 72
2017 FICIFREY — e AR E . HEERARR S 27 L ¥y b A — FHE~ O 235 &
iz, REWZREIE LTk, M1 Remit #:D 7 v 2K — & —i%4, DBS #¥ L I OCBC i<
BBV Yy b - PG, UOB ICH1) 5 %ils X CLBEBIE, #—n—verL
VY M= FDF VT4 VHREBENRAIN TR 51,

NDI D5

Smart Nation B{38® & L C SingPass ¥ £ Uf Mylnfo # ¥t & L 2 ERIEO 7 2 3%
AFEA% NDI 23#84h©d %, NDI Stack (3 4 J& TR S v, T 2 @ IZBUFIEIC X % b
7 A b7 —% (Mylnfo) 53X UF 7 2} ID (SingaPass), E{z 2 EIZERW@ICL 2 7
AFZL =LY =0 BIOPFIAM S —ELRTH D,

723, 2019 4EIC Personal Data Protection Act 23T X #1172 2 L i X 0 [E R ID D INEE
FIH. 8. FRAEIEIEX /2729, SG Verify DEADIHE > T 5,

138 Businesswire “Singapore Government Extends National Digital Identity Programme With Face
Verification Solution From iProov and Toppan Ecquaria” (September 22, 2020)
https://www.businesswire.com/news/home/20200921005898/en/Singapore-Government-Extends-

National-Digital-Identity-Programme-With-Face-Verification-Solution-From-iProov-and-Toppan-

Ecquaria
139 Smart Nation Singapore “National Digital Identity (NDI)

https://www.smartnation.gov.sg/what-is-smart-nation/initiatives/Strategic-National-Projects/national-

digital-identity-ndi
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https://www.businesswire.com/news/home/20200921005898/en/Singapore-Government-Extends-National-Digital-Identity-Programme-With-Face-Verification-Solution-From-iProov-and-Toppan-Ecquaria
https://www.smartnation.gov.sg/what-is-smart-nation/initiatives/Strategic-National-Projects/national-digital-identity-ndi
https://www.smartnation.gov.sg/what-is-smart-nation/initiatives/Strategic-National-Projects/national-digital-identity-ndi

Trusted ‘
Servi _
ERHE ervice_~ AR

Trusted
Access

SingPass

Trusted Data

[ 2- 35 NDI Stack OHfE

F2-16 v v HE—NicEIT ZEREID TR OKE

53t TE¥ZL
1948 4 E R ID o8& A
2003 4 SingPass D& A
(HRID & X2 7 — FiC X 274 — € 2 D flf)
2014 4 Smart Nation f#H
2015 4F SingPass ~ 2 BREFEAEDE A
2016 4 Mylnfo D& A
2017 & Mylnfo % R4 — & 2 ~FK
2018 £ SingPass % R[u] ¥ — v A ~FilK
SingPass Mobile D& A
(A= X 2 15BGRAE. BHFEREL AT RETL)
2020 4 SingPass ¥ X O* MyInfo # 3 & L 72 ERIEO 7 ¥ 2 V325
FA% NDI (National Digital Identity) %3 A

40 GovTech 7 = 7% 4 F 312 NRI {ERK

115




(3) 4 v FickF % India Stack Z3GH L 72 RE Y — © 2 DL K4

AV FCREBIRT Y 2rikiFlbz FE L, Aadhaar %% & L 72 38REH AR - India
Stack Z#fifi L7z, ZHiC X Y India Stack ZiEH L 2RV — v XEFA L & b ITIEREIIC
Sk - AT,

7t ¥, Aadhaar IcDoWT, BALE S 54 Ny — BT 2HH2H . 2018 49 HOH
EECHIPC X v Aadhaar I X 3 AR ANfEZR O REFIHBHIR X 072, 231 E ¢ Aadhaar 3%
b eKYC % R ISR L C 2 2 REDZE IO T 28N KR E WD, £T 4 BUEIZKR
s (201943 H) & Z D® Aadhaar iKOYUIE (201947 H) ik b, KADFRED
b L THNITRMMBZHED Aadhaar Z R AMERICHHAIREE L7z, REMBHEIZ, RADFEE
L 752> 2 7356 D Aadhaar SO KRN TTiEZ HES 2 72 &, SUE Aadhaar i£1Cih o 72
HWIG%EIT> T3,

£ 2-17EHIB®4 v Fic BT % India Stack ZiZH L 2BV — v X

SRR 1) IAL
4) Rl
AR G D 77 ARFSHEE i ~ DL A RIE, fa e DR EZAG ik
< XHRGHT > ERMEE o TH Y, BIFIREERICGHENES % 1% Lin
H%%EE@DW«E%ELU%%E%LthO
&2 TO%FEETH 5722 & 2> b, LRFRIE ORI H 238Gt
éi(b‘flnf:o
<M > CBU I 2E R~ O RRBIE S % % L it eEERA % B

L. NPCI <° UIDAI 7% & D 2 1B % 3%37 L. Aadhaar, ¥
X U, Aadhaar % ID & L 7z3ZGE - Yk - DS ERE (7
India Stack”) % M & L CRAFE - $2fit L 72,

CETABMED [T A4 v FEHlE 12X v, Aadhaar B &
Uf India Stack Dk - FIFH2IBEFERIICHEA 72,

B EER CBUNDT Y 2k bR EE L, Aadhaar 2% L L 72 RRRER
AL - AP] 2 (India Stack) # %4,

BT Y 2N PRE ORI &R T 2 72 0 O BOK 0 51 i
% FE i,

(2015 FEIc R T N2 7Y 2 AALBUR [Digital India| @

T, ERERITOME ey = 7 +, Aadhaar i, %)

BRI e Y A AfEH RIM [India Stack © 4 ¥ F O 7 ¥ X AALRMERICH 2 HARD < 4 F v~ —Hil
~®DRE] (2019 Vol.19 No.75)
https://www.jri.co.jp/MediaLibrary/file/report/rim/pdf/11416.pdf
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xf R 1) IAL

4) &Rl

DES - BERIIEF TRV D DDOBIEKAD 99%LL |53 Aadhaar
ICEERL T3

C ARRATHEES . AR Z R o TR W ERE, BRI O
HwhRE D @y — v 2 EFHTE X5 o T,

- faftEoRiiE, IbiciEvr— v —v XY v HITR
7 Wik OHLY i b bigfb T & 7z,

BoHE CTTA N — DETHEER P AN — F & OfET 3B RO
(5] CoBt ). BFHPFD 12 OFF EMhFH IH S
BLILFTIANY—DRETHI LDEEMHD Y,

kX2 VTS VAT LR IAANKEBINEGSE, &2TO
BT — 20 ERIcEbE NG L DfEfEH Y,

%

A v FiZk1F % Aadhaar K DFERE

KT 8 L mfEE ~ Ot 2 RIE L RIEZANE L 2 o210 & LT BUFEETRFED
TYRMEBHED b Z & Lo T, MG i it HE - “HERIC X 2 R IEZHA. it
BEIC X 2 HETH R & EETT L, #af<e - #iBh & EL B IR E oo o720, ERT
NCICHANFE T2 MHE L, BTS2 EZEROOMEICIRVAD L X S5IcFb 2 HIEL,
2007 42 O IHEIRHADSTE K & 721,

Z D% 2009 4£1C Aadhaar 7’1 = 7 b 23BdIR S 4, 2010 4E25> & 1% Aadhaar %7 ¥ % v
ID & L 72 3%5Es s i - AP SEA1A (India Stack) % BURF2MRME L 72 & & TIBEFEINICE 8% -
FIADEA TS, BEFRIIFTF TR VD O DBIERAD 99%LA E23 &KL T 3

142 COVID-19 in India - GOI's Economic Package for Self-Reliant (May 2020) , USDA (United States
Department of Agriculture)
https://apps.fas.usda.gov/newgainapi/api/Report/DownloadReportByFileName?fileName=COVID-
19%20in%20India%20-%20G01%27s%20Economic%20Package%20for%20Self-
Reliant%20India%20-%20F00d%20and%20Agriculture%20Items_New%20Delhi_India_05-23-2020
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% 2- 18 £ v FVic BlF 3 Aadhaar 5K O #%iE 143144145

(53

cECE

BU & ST RIC X 5 7 Y 2 AVRFLEEOEE AR T 1 5

2007 4 PSS iEic & 9. RBI (A v FHEERIT (4 v F oHhddgiiT) ) 28
FTRCOPF Y AT L GEFRRF Y AT L3R o] - &
EHER % F5o

2008 4 RBI 254 v FE#RfTi 4 & ¢ NPCI (National Payment

Councilof India) ZZ% L. A YV FD U F—NARFL AT LD
HERMRE 725,

Aadhaar 7uv o = 7 P FEHIE X L B

2009 4

UIDAI (Unique Identification Authority of India) 233%3Z & 41,
Aadhaar v ¥ = 7 P BHIGEI NS,

"India Stack” & FEIT N %, Aadhaar % ID & L 7284 7o 303 - Y% - LB ESERE S L O
API 25, NHyEEAE & L ChAFs - it e g

2010 4F

KADPEH » % WB4S % % Aadhaar 3 EF ( Aadhaar
Authentication) #EREZD MRt I N B,

2011 4§

1T PEBE 23t S ORBEAG AT 4B - #liBh<E % 2 D L ER%E C sk 9
% Z L %A[EEICT 5 APB (Aadhaar Payment Bridge) #&RED T2
ftxnz,

2011 4§

Aadhaar 5 & ERGEEE F CHAR 2 IRITHG &2 ATREIC 3 2
AEPS (Aadhaar Enabled Payment Systems) B¢AED ML &
%

2012 4¢

il NGRS FERE T H % Aadhaar eKYC BERED LS L 2,

ETABHED [FTY 204 v Fitl] TERFRITOE ey =7 P ickhFvxn
PFALAIE X v, FfETH 5 Aadhaar ~DEFRCHIHAMEZ N 5,

2014 4 BT A BIEDRT VXA v ViR Z KT 2, ETRFEOHEE
CX2F vy ol 2MUBEEREL L5,

2014 4 BT 4 BHEAEREEITOE e 2 7 P 0B AR KT B,
2015 4£ 3 AR E-Cic 7500 HJE% HiE L 43,

143 FinTech RO PIFUE —HE & 4 v FOHGHA (2017 45 H)  BrhTEAR TS 2T

http://www.nicmr.com/nicmr/report/repo/2017/2017spr05.pdf

W BERFEE e  ZEH RIM (2019 45) [ HAKRAWIZEAT

https://www.jri.co.jp/MediaLibrary/file/report/rim/pdf/11416.pdf

WAy Fofi7, ERID & OEEO b [ ik, AR FFTE

https://www.nikkei.com/article/DGXMZ021929200V01C17A0FFE000/
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2016 4 Aadhaar #2357 U, 81T 1L Aadhaar & #2002 &E 5L
IND fHonT B WOEIREREENS)

2016 4F UPI (Unified Payment Interface) & BBPS (Bharat Bill Payments
System) 2% — R EI N5,
2017 4 Aadhaar Pay 289 — v Bl S L 5,

India Stack & 1%

India Stack (34 v FickF 57 20 ID o chH 2, 2NniE3 2D 4 ¥ —Iicsy
pRTEY, OAANEZTY 2L ECRET 3 ID LAY —, QB THRRFETEZIRMT 2
RAAV LAY —, QHCOT —2EHEARRICT 2T —Z L4 ¥ —D 3 DicriFoh
%o

DiF7v 21 1D, e-KYC, ETELEZ., QIIILEIEA v 2 —7 2 — A, PEFT — 2K
Pl ID #R—R L L2PRFEY - 2%, QIIACT —Z2~D7T 7 & AEHKRE. 7 —
ZRTE, SITHOET — 2 O AEHBRER E 25 5,

X 2- 36 India Stack DRERAEEL 146

SRl el B A
A) RIHTCAEAE % £ 72 7 WIS 3 2 #E

W F =7y =2 LTOFETY £ ID 7L —247—7 (India Stack & MOSIP)
https://note.com/hiroki_yoshida/n/n1fcfb36d229f

119



UIDAI Aadhaar &% 7' v 2 X3, AWHITAEAE Z 722 B IS L, 28k 7 5 73k
B aE 2 CH Y, ARG > T B2 ML L T 3,

HARRYIC i3, RE&HICH 2 B0 S N G EbEE (FICBUR., BT, 8T, A4
FIERR) ©. V7 b o =27 EERTIEF ¥ 7F v B X O O A2 L <, Mo
FEFEML T\ 5,

BRI ICIIhRE & R BB R MRS B 720 I N B ICAFHE 2 R T 5 25, RIREEIC
ZLAT OXGH EfEL T 2,

KiEDRD, BER G ICHERT % i L € Aadhaar ICBFR L, BEkPIc K%
BT, FKiElT Aadhaar ICEEkT A Z & 23H[HE

DEEIEMR I WA T, EREEE ¥ 72 13 o UIDAL #+ 7 4 2D fpfrC, Bkt
v 2 —CHIFRTRE AR £ 72 LRI 2RI L C8 84T 5 2 & b AlfE

B) 7Y A NA V7 TREEN D BENERIC 1T 5 B RHG | FE)

A4V FOERORSEIIENETCES LCTE b, JEFRICSEEE O SE/ATM 237 {
FEHEAA VIR ERF o TR\, £ 2T, ZREEASIE L 22— = v b EE 04K
AR LR L OB DOZTE L 2175 T LT, B0 E/ATM % %3 2% C
L7, BRNEOER~EMY — e 2 2R ML Tw 3,

<fjl = HEDHAE >
ERREECARANTER L THEE~Z— Y 2V b2 bR E L 2%, BELEr T —Y
= v P ABESMRAMBEE (T 5,

2) Request

3) Confirm

BR(EV5—)

@ Fingerprint
Authentication

Gateway

5 Access

X 2-37 7Y 2 N4 v 7 T RKENE D BMIRIC BT 2 SREE 451

WA v E2 =%y FTLE R=N—=T 4 A= T4 T A =T 52019 4V FiCETETF
N—FRIN DRk & ERlY— ¢ X | https://nettv.gov-online.go.jp/prg/prg19513.html
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(4) EEICEHIF2ERID oK & L Td GOV.UK Verify A

FEICEWTIRERID OEAZBEICEEER 2 S D0 Wb KKK b o T b,
#1 21X 2006 4F 3 A1z L 72 Identity Card Act 2006 (%, BUMIC X 2 EIROEH, EfHic
N3 BRI <. 2010 FFOBMERR 2 HIC 2011 4F 1 HicEibEshTw s, RERL
L T 2011 41T Identity Assurance Service 7’0 = 7 P 3R I L, Ay — 22 HH 3
BFRORNEZRFB L L CRREDFRITT 2 ID iEHT % 720 03 GOV.UK Verify 23385 A
Iz,

L7 L GOV.UK Verify (251> T b 1dP ORGEHARE, BIIL TV 3 & IS W HE IR
TH 5, THIEIRANERRIIEPMEL = R B L 7\ 2 & 5 5B R L PAE
EIFEHOT, TR TOHS72DTHS, BF»H IdP & LTHMNd 2 REE
ENEEIROITON T 225, HuRBICHIED 32 > Tz,

7 2- 19 BH@OEEIcEH T 2ER ID ofREHK & L TdD GOV.UK Verify EA
SRR 1) IAL

I D 77 Mt -ID #— FiEZGlE LEEIC 3 2 A ERfET 2 16 LA Lo
< WHEET> AT ID Bk 55 X W ID 71— F 2 %17,

- EU AN AR — F & Loz, RiEY— v 2F]H
D A ANGERH & L CHRIH AT HE,

- BUMFIC X 2 LRSS TN T 2 W EEREED 2D 1D
71— FiEz ik,

<Hf St > - REMREDRITT 5 ID 2/ —E2~T 72 X3 5[RD
ANEEFE & L CEL,

- FAENANEIR L 72 IdP %5 GOV.UK Verify %@ U Tty
— &' R % FIH Al RE,

- BUIC X 2 ER ID o R ERICD O, A~ IdP OFIR,
FIH. LM % 1 5,

T I ER - BUFESMTIIc T Y 2o — e 2 %23 5 GDS  (Government
Digital Service) 2333,

- IdP & L T3 2 REERFEICH L CBUF2 6 —A%72 9 20
Ry P8O ES%Z X, (2021410 HET)

148 Gobernmentcomputing “Commercial concerns push two IDPs away from Verify as it heads towards
private sector delivery” (11 OCTOBER 2018)

https://www.governmentcomputing.com/identity/news/commercial-concerns-push-two-idps-away-

verify-heads-towards-private-sector-delivery
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! - GOV.UK Verify Z I L T 22 o Nty — v 2 2 F 7]
e (2020 4F 1 ABILE),

- THOREREER (2014 4 10 HBIE) & 600 7 A

(2020 4 1 ABI7E),

CUYEE ISR AE RS — AR RE, DT R M D T
. 1dP 2 TROE L 2020 4 3 HBIE 2 th~38d,

CFHERITB T EAATAT VT AT 4 BMARTL LR
TISA FH D FERMMAIC X 2 HEEF, RBER O 2R,

&
S
2
&

GOV.UK Verify O3

GOV.UK Verify I% eIDAS 7L — 27 — 27 ® Level2 ICHHY T 250G ©H 5, it
—EANT 72 AT 5EIC, GOV.UK Verify Z#8H L THEAEAASHER L 72525 IdP icxf L
TARANMER 2 FET 2 A TH 5,

, ® OREEBIY [ £)0q) 15
e DY-CANT LR GED| o EIERR | . ja-t
== EERHE
@Y-CRiRht i BT
, rmeAR wE N NS S
REY-LR BEIdP

GF A B KHER

@u91LIHk @71
DR DR

2- 38 GOV.UK Verify ic 3513 2 A ATEZE 7 1 —149

2019 4 3 HIC¥4T X 1172 National Audit Office IC & % L 7K — I “Investigation into Verify”
Tk B LRI, Y — v 2B AR, AlIE0 T nofERICE T 2016 4
WWROE L 7= HEEIGE S R RnwZ L3905, BIFICX 2E8E13 2021 £10 HE T
JEHA & 37223 1dP OURIZIEE 537, 2020 4 3 AR Y 2 ¥ T4 L Tw 5,

3% 2- 20 National Audit Office iZ X 5 GOV.UK Verify DOf#150

1B 2020 £ HIE £ (201942 A)
IR % 2,500 J5 A\ 360 Ji A
¥ — 2K 46 19

49 GOV.UK v = 7+ 4 b+ ZFIC NRIERK
150 National Audit Office report (March 5, 2019)
https://www.nao.org.uk/report/investigation-into-verify/
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(5) ID #iEY — v 2B 1T 2 HTHR

HIER T IC BT 5 ety 3 Sl 2 K 2- 21

TH T Iy b7+ —L4%4ALTID 2HE
L75>L1¥$’£é?(LZ>ID g 3 BT E’iiIDlﬂ-ﬁﬁE# 21 BXOIDEES - R 2

SERREL v

a&'%é I RICBVTHEE 2,

¥ 7Rk Rz ID E#EEY — v 2 1 2N E

WG CTIdP DFEMEABUE L T2 DITH L,
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g N3 i@ TH 3,

BT

WIENo ID EEY — v R IcB W

ID #E#EY — v X 31X RP 234

(D 1 TS ERE 21T > T2 5 DI

L. ID#EES — v 225XV IDEEY - R 338 T — 2 BFRTH 2,

# 2-21 BEHIGID EfEY — e RICB T I BEESR

F—r R ID HiEyr—v 2 1 ID #i#EH — b % 2 ID #fE— e 2 3
Pt DM AR HA
MNA eIDAS DI+ 7 2 b | ERMTOH — v R | FHEED eKYC 2 EIH

— v 27 N4 X HEELH— ID 22t | T3 720 4 alEES 23
(QTSP) & L TAR AffE | R~ R 9 2 AR A HERFE
REEHR (7Lv—20) % ¥ % E
T

JHEHE R RE . . C AR Ic B r g ic | JENEH

re LT OpenID Connect DHE Wl % < AML/CFT Siff %

H H L < & OpenlD | w7z 3 EHEHEE
Connect for Identity
Assurance%ﬁfﬁ DR IC
HEHL
T | 1P NGRS | 1P+ KENO GRE | 1P ¢ R O 4Rl
Z#E | RP : JEAR P :/NFE RN O &R | RP : JEARE
FERE, By —Ee R

BHERR | RAMEZREAER : AR | FREELV_ETER : AR RARERE 2GR - G
ARNFERARGFIEER « kL | FREEL ~ OISR - R | RAFERRFIEER © —

BEoR | RAMEZRFE®R : IdP 5| 25ELv < 1dP HEAL: | RP 82 ET
ARANKMERER : RP BT FEAEL VK @ RP BT | X2 FEMRONMER T

D7D
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(6) FEHEALIIADHL Y #H A

6) -1

SRR O T 4 7 v 7 4 7 4 EHEEBR
B2 DIEWEAVIE B SRR ICE T 33 L HbE T FRITRT,

SRS & U TRICER T R 2R LB

- B IER
-7 =

#2-22 &RENR L L CRICER TR S RHEUER)

BRE W E b 3 EEE % |

| BEt s —7 | iEEiE AT =R R FHT 28| SR
# =
ISO |ISO TC 68 ISO 17442-2 : | i&EH& T LEL (3@l | 2-3-5 4
Financial Legal entity lc BT 2 | AR 2
services identifier ANERET S | DT —
SC8 Reference | (LED) (H(5[3: # T T B | 25k
data for | A&KHIF) DH b, WEHED | BT 2
financial F&RAE iam S LT W | G
services WG4 3
ISO TC 68 ISO/DIS R OERKIC | NPL A D | 2-3-5 4
Financial 24366 : Natural | [7]\J Cigim WAl cH Y | AEEEEH
services Person HEF | boF—
SC8 Reference | Identifier T d 5| 2k
data for | (NPI) (H#A 2. LEI &[E | icBd3 3
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eKYC & Identity Assurance WG IZ 5T, ID j## 7 a + 2 OpenlD Connect % {55k
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Authority Claims QSRR Z R L T 2,

"verification": {
"trust_framework": "de_aml", F414 YOAMLE (BATE EILUE)
"time": "2012-04-23T18:25Z2",
"verification_process": "f24¢6f-6d3f-4ec5-973e-b0d8506f3bc7",
"evidence": [
{
"type™: "id_document",
"method": "pipp", HE B TCHESE (Physical in Person Proofing)
"verifier": {
"organization": "Deutsche Post", IDPIZfXH U (B TThER ZE 1T o = HAHE T
"txn": "1aa05779-0775-470f-a5c4-9f1f5e56¢f06" =
_l\ /

"time": "2012-04-22T11:30Z",
"document": {
"type": "idcard", IDA— FEFIAL -5 ThER
"issuer™: {
"name": "Stadt Augsburg",
"country": "DE"
b 678 ' M
"number": "53554554", 80,035
"date_of_issuance": "2010-03-23", e Z"/‘
"date_of_expiry": "2020-03-22"
}
}
1 |

B 2- 40 BRANIicEF % ID FEfERA A —2

152 Open ID Foundation Japan (235 1F 3 KYC (<B4 2 HUHIEE (2021)
https://www.slideshare.net/oidfj/openid-foundationjapankyc-openid-bizday-14
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Claims: Verified by

Alice Mirror Verified How
DOB: Jan 1 1970 Verified When
SSN: 123132123 Evidence Used

Authority to act...
For: ACME Co
Role: Director

Granted by: Board ‘ ‘
of/ directors 7
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(6) -3 OpenlD Foundation FAPI WG
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To solve these problems, OpenlD Foundation I OpenlD
Financial API (FAPI) WG was formed.

Scope

The goal of FAPI is to provide JSON data Asete ons t
schemas, REST APlIs, i

Open Banking Standard
he te

and security & privacy recommendations and Data Standard API Standard Security
. JSON Standard
protocols to: REST OAuth
= applications to utilize the data stored in the | [t (ScoyEp
financial account, and recorded development and specification
= applications to interact with the financial mm;’:.":fm OpenlID Conne

account, and
= users to control the security and privacy
settings.
Both commercial and investment banking account
as well as insurance, and credit card accounts are
to be considered.

(SOURCE) ODI OBWG: The Open Banking Standard (2016)

(Source) OpenlID Foundation Financial APl WG draft For detailsv see:
charter https://openid.net/wg/fapi/

X 2- 42 OpenlID Foundation FAPI WG DiEE) % o — 7158

Home » Certification » The UK Open Banking Implementation Entity Adopts the OpenlD Foundation Financial-Grade API (FAPI) Specification &

#" The UK Open Banking Implementation Entity

Adopts the OpenlD Foundation Financial-Grade
API (FAPI) Specification & Certification Program
This enty was posted i

openid foundstion | seif-certification | on Ju

andragged Certificstion | FAPI | Financislgrade AP! | OBIE || apen banking | openid

The 2018 Identiverse Conference provided a timely catalyst for representatives of the OpenlD Foundation and the UK Open Banking
Implementation Entity (OBIE) to announce their collaboration on the Financial-grade API (FAPI) specification. The Identiverse stage
provided an ideal venue to emphasize the importance of building on the award winning OpeniD Gertification Program to enable future Self-
certification of deployments of FAPI specifications.

Today, thousands of banks use disp and ¢ I spec i to send and share information, using a variety of nomenclature for
the same terms. This translates to expensive account setup processes, delaying time-to-revenue and places an exira burden on
organizations large and small. It also inhibits innovation of market uf s, which are only possible when open standards enable secure
privacy protecting communications among multiple parties

The Payment Services Direclive 2 (PSD2) initiative is EU-centric and the UK's nine major banks formed Open Banking Implementation
Entity in response fo UK regulations. We are seeing similar initiatives play out around the world with Australia’s four largest banks set to
enable openAP| access for customers this year (2018). In Asia, South Korea launched the common API infrastructure across financial
institutions in 2016. And in Japan and India, leading companies are taking steps to enable 3rd party data sharing, even in the absence of
regulation.

The push is on to standardize open banking as financial services players have learned the lesson that collaboration is better than
competition. Given the success of the OpenlD Connect standard, the OpenlD Foundation’s Financial Grade API Working Group has
stepped up to help drive this global interoperability initiative. The combination of open identity standards and open banking enables banks
and new fin tech players to compete with each other and other industries for the best customer experience. Application Programming
Interfaces (API), allow parlicipating entities to share data securely and easily, allowing customers o manage their financial information via
any channel or application they chose, at any time. Selfcertification of conformance to these standards is a key element to making this “just
work’

A global interoperable banking environment requires an industry-wide global push. Given the success of its self certification program, the
OpenlD Foundation is the logical partner for exiending its OpenlD Connect Certification pregram fo including conformance to the proposed
Financial Grade API specification

153 Open ID Foundation Financial API WG (2017 Jun)

https://www.slideshare.net/nat_sakimura/openid-foundation-fapi-wg-june-2017-update
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154 SEICF T 3 FAPITSFHICOWTD OIDF =2 —2 ) U — X
https://openid.net/2018/07/12/the-uk-open-banking-implementation-entity-adopts-the-openid-
foundation-financial-grade-api-fapi-specification-certification-program/

155 OpenlD, FAPI 1.0 Part 1 and Part 2 are now Final Specifications

https://openid.net/2021/03/12/fapi-1-0-part-1-and-part-2-are-now-final-specifications/

156 Open ID Foundation Financial API WG (2017 Jun)

https://www.slideshare.net/nat_sakimura/openid-foundation-fapi-wg-june-2017-update
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Projected FAPI Adoption

Working towards adoption.
Cryptographic algorithm may
need to be changed

ve —

X 2- 45 FAPI $ZREH

(6) -4  Open Identity Exchange (OIX)

1 BETHA L7z OIX (2010 4Fic, KREBFFOEZIC X b, OpenlD Foundation &
Information Card Foundation D &®% % b L ICFKL & 1Lz FEEFIFA) 12, 2020 46 HiC
[Digital Identity for AML KYC in the UK| (L 72V KR —FZFIT L7, FLHK— ML,
JMLSG (Joint Money Laundering Steering Group, #FE D M[E~4— - v —v &) v 7iEE
ITN—T) BHA XA (Prevention of money laundering/combating terrorist financing,
Guidance for the UK Financial Sector) Z8#7 L. KA D72 D 1T eIDAS #Eflod 72 % L
TATVTATARRMMATE2IL2R/RB L %R, BRITEINbDTH S,

AR —F o, RARERIC eIDAS YLD F 2T A TV 7 4 74 2RI 5 0IC
F. TYRANTATY T AT ADBERE LCGUES N, D, BRMEE 2 ID Tmox g & -
7u =7 —OfEHEEEZEFICHH TE 3L ELH L L LTEY, XDLDITIFFTALR
¥ —LOWNPREDTETHLE LTS, FPTRAMAF—LOEK - - HEPREIC
WT, LT XS CREL T,

157 Global Adoption of FAPT Among Open Banking Standards... And Beyond (2020 45 9 H 22 H)
https://fapi.openid.net/wp-content/uploads/2020/09/20200922-Global-Adoption-of-FAPI-EN_Nats-
FDX-Keynote.pdf
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ID PROVIDERS

ID PROVIDERS

elDAS elDAS
FRAMEWORKS FRAMEWORKS
UK Trust Framework UK Trust Framework
Secron ST GO ST
Lo e

ID Providers

[) 1D 1D 1D e
oot ol ] gy L aecc | ucero | s

SCHEME

I 0 O @ © @ © 0 O

ID Providers

" D 1D (] D
pomors  Qluges Laciers Loge.c Lagery | owomre

D 0 00000000

Single Trust Scheme Multiple Trust Schemes

e Single, clear authority for Digital ID e Each different scheme may have different rules
accreditation for financial services firms to and standards that, whilst meeting guidelines,
trust mean firms need to make assessments of

different competing schemes.

e Consistent consumer experience across all e Different experiences depending on the Scheme
ID providers UX rules.

e Central consumer messaging of howthe ID | e Varying consumer messaging and different
process works, supported by a TrustMark TrustMarks (competing brands) result in

consumer confusion.

e Single accreditation process for ID e Multiple accreditation processes for ID Providers
Providers and ID Brokers simplifies the and ID Brokers complicates the process and
process and compliance, lowering costs compliance, increasing costs and creating a
and encouraging new market entrants. barrier to entry for new market entrants.

e Central place to go to handle disputes e No central place for disputes or arbitration.

¢ No-commercial agenda e Possible commercial agendas of competing

Schemes.
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158 Global Adoption of FAPT Among Open Banking Standards... And Beyond (2020 4£ 9 H 22 H)
https://fapi.openid.net/wp-content/uploads/2020/09/20200922-Global-Adoption-of-FAPI-EN_Nats-
FDX-Keynote.pdf
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159 FSB : Thematic Review on Implementation of the Legal Entity Identifier - Peer Review Report (May
2019)

https://www.fsb.org/wp-content/uploads/P280519-2.pdf

1002020 4F 11 H 24 H HARSRITHFHERER ISO ~< 4 v 35— [ ER
https://www.boj.or.jp/paym/iso/iso_panel/data/isop201127.pdf
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198 W3C, "Service Workers 1 - 6.Security Considerations," (November 2019),
https://www.w3.0org/ TR/service-workers-1/#security-considerations
199 W3C, "Confidential Storage 0.1," (April 2021), https://identity.foundation/confidential-storage/
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201 W3C, "J[SON-LD 1.1," (July 2020), https://www.w3.org/TR/json-1d11/
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202 W3C, "J[SON-LD 1.1 - 3.Basic Concepts," (July 2020), https://www.w3.org/TR/json-1d11/#basic-

concepts
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FREFOWMEEEAL TS,
{

"http://schema.org/name”: "Manu Sporny”,
"http://schema.org/url™: {
"@id": "http://manu.sporny.org/”

¥
"http://schema.org/image”: {
"@id": "http://manu.sporny.org/images/manu.png”

H
}

X 0-29 : ¥~ 7V JSON-LD F % = X v | B2

context (¥ terms % IRIs iIC2 v ¥ v /325720l E 5, context (X JSON-LD F *
2 AV MICEER®ALS, URL 2#HLCSBT 3 2 L2 TE 5,

203 W3C, "J[SON-LD 1.1 - 3.Basic Concepts," (July 2020), https://www.w3.org/TR/json-1d11/#basic-

concepts
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"@context”: {
"name”: "http://schema.org/name”,

"image”: {
"@id": "http://schema.org/image”,

"@type": "@id"
¥
"homepage”: {

"@id": "http://schema.org/url”,

“@type”: "@id"

| 0-30 : JSON-LD Example Context?04

X2 VT4 OBEICETAHEEIILUTOMEY .,

® JSON-LD % JSON 23R —R b 7o TWnb 74+ —<v FThH b7 RFC 8259 The

JavaScript Object Notation (JSON) Data Interchange Format £ 27 > 2 ¥ 12 IZ DWW T D
EEBHEICT D

JSON-LD 3 EM 77 7 D7z Dl T — 27+ —~v b ThHh b e EKL
TW572%, JavaScript D eval 0D & 5 7o a2 — FETEHBICE I LTI RE T
370

JSON-LD F¥ o X v b 2B 2BRICiIZ, VE— PV TFRAFLCT7L—L~DY V
7 BEHBIICBRE L, 2—FRZNEND T 7 A MK L CTHHRIICER L %2 < Th
7 FANDELGEEIND, VE— P AV TFRIBPFEZFIC L o CTREEI AT 254,
FBEFDBFIH AL = PRROHFRZINEL TT T4 Ny —DOREIC D728 5 ATRENE
BdH 5

HTTP @ X 9 &L ThwiEiiz /ML T Web 25 1u—F X3 JSON-LD = v 7 ¥ %
Flid, MBECL o THEIND VR IDBDDE, Ivvav T4 A0RERNTYE
—ravFFRERAMATET SV —vavid, VE—bPa v T XA ERMEHACE
2X5ICT BRI, VE—FPavTFFAMERHEL, Fr v adbZe%2HRET2

204 W3C, "J[SON-LD 1.1 - 3.Basic Concepts," (July 2020), https://www.w3.org/TR/json-1d11/#basic-
concepts
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JSON-LD 3£\ IRIs Z R\ CFHNICEEHZ 2 2 L3 TE 5729, JSON-LD F ¥ =
AV EHPBINEE, BRELTEONE T -2 RZEHD ) Y —R 2 TXTHEE
T HREEDS D B

JSON-LD 13 ffifi <% % IRIs 2 ¥ — L ICHIfR%Z 5% T3k 5 F°. vocabulary-relative IRIs
I3 IRIs DR TR XFHOERG 2L T s 20, ZRZENL 2546, BE
DH 5 IRIs ZHgE x5 AlREMED H 5

PRI Yy v ab Ll UBREENZa vy T vy B ) E— DY — bl E R
T2l =T 5L EMEAET 5 FB L LT SRI (Subresource Integrity) 23#HAiA F
N2 WREMED B 5

TIARNY —DBIEICB T AHEIZLL TomEY

Wika v 7% 2+ OB JSON-LD 7uty 4 o@ifEx2 AR L., H/ — F 23S
L2V —=RADA v a A7 avBULCIIAT VLI T TV = avik74
YH=T Vv bFsZeenigic L, PRERBORAERMT I L ickhs, 2k
Fizoicit, X7V v v gV E—rav7¥A bk vy ad bl aRETd
% 7>, documentLoder #ffHH L CZD X5 avFFAror—h A "=V g v ki
Fgox&<Ths

(B-6) JSON Web Message?0

JSON Web Message JWM) x7 7V 7 —v a2 VL XD Xy —% JSON v a2 —

FLT A7 VAR = P70 b ar bicCHET 5, JWM I3EELZRFICT B 729,

ERS

IR EHE T3 JOSE family ZILRL THRRAR X v 2 —Y v 7Y AT LOFME

iR ok TH 5,

JWM I3 RFC7516 JSON Web Encryption JWE) T5e4xM: Jk O 1 % 5230 L RFC 7515

JSON Web Signature (JWS) TX vt —Y 2 HBZWRER T ¥ 2 VEHL LBERT 2 2 &3
A[RETH 5, JWM 135k 4 R GH M UZEE ICHIGT 5 72D A RE &4 - BEe T L
) X LDFEMEN L E W) I T JSON Web Token JWT) & HE7 3,

205 Internet Engineering Task Force, "JSON Web Message," (January 2020), https://tools.ietf.org/id/draft-
looker-jwm-01.html
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If Header
{
TypIWMY,
"kid":"Ef1sFuyCozYm3CEY4iCowgxiSyX Z5Br-
elUDdXk6jad",
"alg™"ES256"
}

f Payload

{
"id™"urn:uuid:efba7 269-f0b8-4143-349d-2b9c7eeb 117",
621e-4cfb-ab985-071bc2c91dB2",

"expires_time™ 1516239022, "created_time"™ 1516269022,
"body™|

"message": "Hello world!”

}

}

Signed JWM

il Header

WM,
“enc""A256GCM"
}

Il Payload

{
"kid™:
"PGoXzsOMWaR_meKgTZLbEuDoSVTaFuyrbWI7VadpjCg”,
"alg”; "ECDH-ES+A256KW",
"epk™ {
"kiy": "EC",
cnr "P-256",
"
Nh?Sh RB *aCBZRdIVCul3SoR0YwATGEQgqGij1vls",

"y
"OtLx B 1PMQkrOwSyul2Ywllo7MiNzaCGICBbZBWSY "
H
}

Encrypted JWm

X 0-31 : JSON Web Message D206

A F 2V 7 4 OEEICE T % H5E
° JWM O X, % DNERIES CIR#EX N, E%E@‘d&ic:aé

AT o b

AVIFINTORWRIEETLIZLIITE oy,

o FA b EINTz WM (3EHS LSO RETH AT LD X 9 2lEfF T b EH

ﬂﬁb‘@% Z)o

° JWS BX U JWE ICBF 2% 2 ) 5 4 ZREHESEHAE N,

° 77 ANy — DRI T 2 HE

INBZEERLST-D0

AT D@ Y
° JWM iZt v ¥ T4 7% 77450 —1F %%ﬁ%:a‘ctfi% BH b, ZOEE

) B S LI N RIK L CEIE] RO E L AaThE bk,

(C-1) Self-Issued DID Profile for OpenID?%

Self-Issued DID Profile for OpenID (SIOP DID) | DIF Authentication Working Group

WCTAlEnNTw3, Web 770 75— 3 v

IC Identity Wallet % ¥

J77k L L € DID AuthN i€ OpenID Connect Z {3 5 720 DLk TH 5,
SIOP DID 22 FfIRfIic DIF %3 OIDC %#R L 7z iigA To L s Th 5, 28

o RIHIOLNTWTHEL Z{tEETH 3

206 Internet Engineering Task Force, "JSON Web Message - 2.JSON Web Message (JWM) Overview,"
(January 2020), https://datatracker.ietf.org/doc/html/draft-looker-jwm-01#section-2

207 DIF, "Self-Issued OpenID Connect Provider DID Profile v0.1," https://identity.foundation/did-siop/
208 QOliver Terbu, "Using OpenID Connect with Decentralized Identifiers," (May 2019),

https://medium.com/decentralized-identity/using-openid-connect-with-decentralized-identifiers-

24733f6fa636

BhayvyrF A MITAN

HIR DB
(55 fb &z WM ZF]H LZ{E# %%, [TLS © X
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IEKFIHEINTEY, KEhaaIa=T 4 BHETD

OIDC IZHEHB L = RENL SHFEL TW 5

Y TNADORETH B

TR S IR R E DS B %

JVLT VY XN/ L= DM E AT a v E LTHR—- LTS
RWOT % [IW THFE I Nz DB —R Lo T 5

7'm b a7 v —EIU T o LB Y TH S, SIOP DID @ 7 u— (i OIDC Self-
Issued OpenlD Provider {15k ICHE - T Implicit 7 v —T{TH i1 5,
. =2—%IRPIZTZ7ELZXT 3
2. RP 13"Sigin-in with SSI" R X v %K L, User B2 1% T3 % & SIOP Request 234
X
SIOP Request (openid://?<SIOP request>) IZ X Y SIOP 23tCH)
SIOP (2 OIDC/DID AuthN 2 - T SIOP request % #%alE L SIOP response % £ %
response_mode DFFEICHE > T RP I SIOP Response 23072 X5
RP (% OIDC/DID AuthN i - T SIOP response % fRZE$ %,

S e W

'+ opens user agent and enters URL '

| HTTPS requests weh page

iwebpage

P
| clicks on "Sign-in with SSI" buttan _ |

| HTTPS [sign-in request

| generate <SIOP request>

SIOP protocol H
| 302: openid:/ [?<SIOP request> |
| openid:{ [7<SI0P request> | -

P 1
QIDC <SIOP request> validation
-
| DID AuthN <SIOP request> validation
i | i
1 foptional and out-of —scope) prompt to authenticate 1

: \
1 (optional and out-of-scope) out-of-hand authn

| generate <SIOP response>

.
‘ according to response_mode 'ﬁ
L fllback <SI0Presponses L
El depends on response_mode 5
:rHTI'PS /callback <SIOP responses )3
. | 0IDC <SIOP response: validation

: |
! DID AuthN <SIOP response> validation !
j— :

SIOP pratocol ends here 5

I success web page
< pag

i S
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X 0-32 : SIOP DL 7 v — g EE{5200

2020 45 11 A 9 H OIDF & DIF (% V) = vV v &\ % ffifd ic £ DIF i< X 3 SIOP DID o
F% —REIE 32 2 & KL 7z, 5712 OIDF AB/Connect Working Group IZ & - T
OIDC Core 7 % Self-Issued OpenID Provider DG 3@ 515, AB/Connect Working
Group TIEEDBHMINE FE L R o T 5,

2021 4 1 H® DIF F2F Virtual 2 3 2 =7 4 4 XY MCTREEARRD X 7 — X ZH LT
DY NEI NI,

OpenID Connect Claims aggregation (adopted)
OpenlD Self Issued Identifiers (adopted)
Self-Issued OpenID Provider v2 draft01 (adopted)
OpenID Connect Credential Provider

Smart Credentials

Portable Identifiers: WIP

(C-2) Presentation Exchange?!

Presentation Exchange (% Verifier 7% Proof o %} % BHfE 1C 3 % 7= 9 1< F H 7] HE 7=
Presentation Definition 3 & ', Holder 7% Presentation Definition IZf¢ > T Proof % f2H 3
% 7= I{F A E 7% Presentation Submission 7 — 2 X 2K R{L T 2k CTH B, 7L
—LEROVMYVFTETATVYTAT A~ VAT LCBWTCRINET 7747 4
Holder & Verifier [(]® Proof &k L f#HTH 5, D 7ua—IicEs T, Verifier 2% Proof
DEMZEFET 5 7k X U Holder EMFICHEDHHE T Proof Z v a— V3 5 HiEBHE
THD2, CNOEER2ODRAT Y TEHEGICT 5 AN =X LBREPMEOERICH 2,

Presentation Exchange 137 L —2DEXB LU 7 v AF—F 7 m b avicikiELzwn
L5 EnTns, 90, 7L —L0Hk% JSON Web Token (JWT). Verifiable
Credential (VC),JWT-VC & L 7z 9 z2 T, OpenlD Connect (OIDC), DIDComm, Credential
Handler API Clri#E 3 5 2 &L 3 A[RETH 5,

Presentation Exchange (3} 7V AFR =+ 78 P aLRFRFEDT Y PR vV b DT —
ZxipET I HEZRTHETE RV, ok Tz o7 —tBnT
Presentation Exchange CEFR S 1727 — 2 B OFHZEEH L T\ 5,

209 DIF, "Self-Issued OpenID Connect Provider DID Profile v0.1 - 3.Protocol Flow,"
https://identity.foundation/did-siop/#protocol-flow-0

210 DIF, "Presentation Exchange," https://identity.foundation/presentation-exchange/
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DIF Presentation Protocol A%} @ Presentation Protocol & L T, Verifiable Presentation
Request Specification v0.12!1%% W3C CCG (Credential Community Group) TZAB X 11T\
%, TNHDMERKIFKIFICHEGSIN T EPB IIW30 D+t v > a3 v 101 Session: Verifiable
Credential Handler (CHAPI) and DIDComm22Cii R 5 T 5,

Presentation Definition | Verifier 23052 & 3§ % Proof Z#HIEIC T 5720 DA 7Y = 7 b
T®H %, Presentation Definition 1%, # % 7 Proof O & FEMiZlil T2 A &, A7
2 VOBRL— LDty b TREKE NS, mA X =B &2 T4 72 £ 4 7D Proof ©
FHIHIET 2 2 A TES XS ICT %,

Presentation Definition |2 VP, OIDC, DIDComm, CHAPI 2 &7 u bt a LTI v 7Eh
TEEIND ZEPHES TS,

: "Note: VP, OIDC, DIDComm, or CHAPI outer wrapper would be here.",
A
: "32f54163-7166-48f1-93d8-ff217bdb0653",

al

"wa_driver_license",
: "Washington State Business License",
: "We can only allow licensed Washington State business”,
i

: "https://licenses.example.com/business-license.json"

B 0-33 : Presentation Definition # 7Y = 7 b % Fi\vs 7z & 213

Presentation Definition 77 = 27 MILLF DT A — X THRK I NS,

# 0-16 : Presentation Definition 7Y = 7 F DT XA — &

NT R =R AR — b Bz
id MUST UUID 7% & o—ZE D #+

211 W3C, "Verifiable Presentation Request Specification v0.1," (April 2021), https://w3c-ccg.github.io/vp-
request-spec/

212 JTW, "101 Session: Verifiable Credential Handler (CHAPI) and DIDComm,"
https://iiw.idcommons.net/101_Session:_Verifiable_Credential_Handler_(CHAPI)_and_DIDComm

23 DIF, "Presentation Exchange v1.0.0 - 4.Presentation Definition,"

https://identity.foundation/presentation-exchange/#presentation-definition
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name MAY Presentation Definition 2Ma[ICBI{% 3 % 2> % 5l
3% human-friendly 7 4 i,

purpose MAY Presentation Definition ® A )38k X 5 HIYY
% acab U 72304,

format MAY Verifier 230LBn[ g7 Claim 7 + —~ v M %

Holder I#A13 % 720 OfE (jwt, jwt_vc, jwt_vp
28,

submission_requirements | MAY

Submission Requirement Format IZ #E4lL L 7=,
Z DIEMBFTE L 7n W& 1E, input_descriptors it
FlcE&EN BT _TDASIA Submission IC
tir%,

input_descriptors MSUT

Descriptor 4 7 ¥ = 7 F+ o [ 4 ,
Submission_requirements 23 fF7E L 72 WG A
input_descriptors (I AIUAIRFICE T 5 T _TD
AJI7%3 Subimission ICHH & 72 5,

Presentation Submission %. Verifier 7% Presentation Definition TH5xE L 7z B ITHE -
T, Verifier ~® Proof DigR%#i—3 6720047 27 FTH 5,

{

P

]
}
}

/I NOTE: VP, OIDC, DIDComm, or CHAPI outer wrapper properties would be here.

resentation_submission": {

'id": "a30e3b91-fb77-4d22-95fa-871689c322e2",
‘definition_id": "32f54163-7166-48f1-93d8-ff217bdb0653",
'descriptor_map": [

{
'id": "banking_input_2",
‘format": "jwt_vc",

'path": "$.verifiableCredential[0]"

h

{
id": "employment_input",
‘format": "ldp_vc",

'path": "$.verifiableCredential[1]"

h

{
id": "citizenship_input_1",
‘format": "ldp_vc",

'path": "$.verifiableCredential[2]"

}

212




0-34 : Presentation Submission A 7% = 7 % FH\» 72 E K214
Presentation Submission # 7' = 7 } (. presentation_submission 7' v %7 1 & LCTT
— X274 —=v PHNECEEINZTNLIEZRD RV,

Presentation Submission &7 = 7 F ZLA T D7 A — X TR X L 5,

& 0-17 : Presentation Submission 3 7Y =7 F DNF XA — &

NI A =2 HAR—1+ |

id MUST | UUID 7 & ©—E 0511

definition_id MUST Submision % Definition IC U ¥ 7 3 % 728 D1H,
G %h7 Presentation Definition @ id T7Zzlf #LiE
bR,

descriptor_map MUST Input Descriptor Mapping 4 7~ = 7 + ©fic4l,

Presentation Submission M DIALEGATIZI 7B ba L I T X ICEREI N TV
5,

F 0-18: 7u b a2 Z & D Presentation Submission @ ¥ iA AIGAT

Target Location

OpenID top--level

DIDComms N— AT 27 FECT D presentations-attach.data.json
VP top-level

CHAPI N—Lt+A T 27 MIZLAT D data

BRI CARERIC F 2 ) 7 4 BREFHOLHIFEL 2\ ¥ 2 Y 74 BEHFHD
€ 7 ¥ a2 ViBIX GitHub @ Issue THUY B ST %, F72, Issue Lk Tlk, Holder 28
Verifier 2> b ORI AENEE T 5 556 Verifier 23%44(0] Presentation Exchange % 5173
52t THolder D707 74 Y v ZHBAREICRY, 7450 —REDHNMRRDNS
EBFZINTV S,

Presentation Exchange & 1%XEIDEELL 72tk & L T Verifiable Presentation Request
Specification & 9 fl:fk2 W3C CCG 2o A I NTH Y | #E E 72 I3 HFEBBRET T T
W5, GitHub @ Issue [Tl Presentation Exchange 2%+ — b+ 35 F 7V AFK—}+ 7'

214 DIF, "Presentation Exchange v1.0.0 - 4.Presentation Definition,"

https://identity.foundation/presentation-exchange/#presentation-definition
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ka2 TH % OpenlD Connect FIFRFDOMIE 7 0 — 72 LICBIT 2 EMA WL 22 B3 - T
W3,

(C-3) Sidetree?!s
Sidetree 1Z7 vy 7 Fz—vDEh VY FLAYXY—Hiich), 7 —rnA[EEHR DPKI
(Decentralized Public Key Infrastructure) $ v b7 — 27 2 $ 2720070 b arTh
2,207 baMcih, a—FIHEFREEzLEL ¢TI m - T EHOM T %
TER L. BT 2 A 27— 2 2 EHT 5 2 LA TE B, db FIH S 15851712 W3CDID
ICHERLL T\ 5
Sidetree %1‘%@6?’ DHERICOVWTIRLUTOMEY TH %,
® Decentralized Ledger System---DID % DID Document % & % ;AT Bitcoin 7z & D H:%
® Sidetree Network:--Sidetree / — F CIE I, I v ¥ 7 v a volfleHEZAL %
RITT249 V=2, 2NbD/ —Fid.7—2%7=vF L TCASICHEET %,
® Content Addressable Storage (CAS) Network:--IPFS 7z & CAS (Content-Addressable
Storage) TIEENizA v P T —2

e Content Addressable
Storage (CAS) Network
(e.g. IPFS)

@,
O @ O

20 ® 20,

°® @ ® 0

I

esidetree Network l @

Peer 1

R

Y

Pl

b

u»mgﬁ>m4ﬁ;u+j

o Decentralized Ledger System

+E—

OP0BO

Og0n0

215 DIF, "Sidetree v1.0.0," https://identity.foundation/sidetree/spec/

214



KX 0-35 : Sidetree DEEMH?1S

ION (% Sidetree 7 m Fa WV EZFFEH L 72 X7 Y v 7D X—=I v a v LR DID *+ v
FT—=2THY, Tuv I —VIKFEL R\ Sidetree 71 F 2% Bitcoin bICFEE
L. Content-Addressed Storage % IPFS W CHEHE LT3, FF7vHF v avigny v
2 TTYa—FINTEHEY,ION /= FNig vy v 2 iCBEM T 57z DID ##{Fo Ny 7%
IPFS #E il CHUR, A7, BT 5720 IliHT %,

ION 5 X 'ION 28R —ZIZ L T\ 5 Sidetree 7’1 F 2 LD FAF X DIF TfThbit T\ 3,
2021 4 3 HIZ ION @ vl 235K L, Bitcoin DA A4 v v b Tuo—VFINEI LB~
a7 poREIN, IONF A=y v a VL ARV AT LATH Y, §d 20 ION /
—FxEHT 8T L, HHEINS ION J — F2R%ITNIE%»wizgs ION £ v + 7
— 27 3EER D DI b, Sk, ORECHMEHILTION /) — FOAFEA v 7 7D
EHZK->TWL L LTWw3,

(C-4) Key Event Receipt Infrastructure
Key-Event Receipt Infrastructure (KERI) (% —A4 X v P 2Z TN EHT 24 v 77T

HBY, w4 7uL Py -t LTOREERFD, F—A4 <V PIEOER, #HOw—T— =

V., BRIREDA XY FEIELTWw5, DIF Identifiers & Discovery Working Group 23338

LTws7uay =7 bThHY, LAATIZ W3C Decentralized Identifier Working Group Tk

EtEnCwniz,

KERI OFBUIAF O Y TH 5,

® H AT & 3+
Self-certifying identifier (SCID) & \» 5 2NBHS#EIC N4 v F E N7z M— DAl 7 TH 5
Tl ERESHEMiOR (Tuy 7 Fz—v B e Ligwv) CTHET 2 2 LA TE 25
MFZMAT 2, ZHICE Y FEF KT 5 2 & KERLGEITO=a v br—n
AT 2 2 L TE B,

o [HClifHF*F—Axvinr/s
RTEEESTIEICa 77 7 ANCELAINI Ay -V 2 HEEZAD, Thick Y, #
RTEEETHBICE=ZFIKET 22 e L0 v b e — v ZFEH T
5ZLDTE S,

& F—Af~ViuZDIEA
KERI ¥ =D A Rvitursoav—2HECRET S, thoHEFICAGDa Y

216 DIF, "Sidetree v1.0.0 - 7.Network Topology," https://identity.foundation/sidetree/spec/#network-
topology
215



—ZBHLEOZATIRELTCHIDL I LDARETH S, ZNICL Y, BIEEO N ZE
HLTEIAREEZLTWAWT & 2R dBIMOHL % R4 2,

0 HORHZN SV VY INDPORETAT =77 A7 Va—T—vay
KERI 3 RICHIH T 3 MEREZZST 20DV ) a—2avafoTnd, ZHITXY,
KICHIFHT 2 MERE2LEICO Yy 735 228 TE, BAEMML T3 &GS
LG E T TOHERF2 LN TE D, kb, MEHOBHAKEZICZ &1
TZ oy,

® X7 LITHKAE L Zn\ o RGEE
KERI 47 & 4 <~ b v 7% Self-certifiying TH %, Ziic X b, KERI i#Hl1 &
I3 ”ledger-locked” Tld e\ 729, LW 3 HIR, 77fT — % X — &, Verifiable Data
Registry | CHGAET % Z & 230[RETH %,

0 ZHMIINZHUIMHEICIZZL YV X2—7 74 XLV OHEH
KERI #5113 B0 v[fETH 0 . Al TR TBRZFI> 2 28T & %, KERI #jl
TLHOBRTICLY ., HOWIHB L EH S OREMEZILRL CEHIT 5 2 & 237
BETHh %,

® GDPROENLNBHEF] & o Ak
KERI 4 v 7 7 CRAERBIREFIAT 242 0, 2 LY, KERI 4 v+ r
X2 ) T4 RERICERHIRTSZ PR TE L7290 GDPRICHERLT 2 2 &
DAHETH B

(D) Hyperledger Aries RFC

PTFo (D-1) 205 (D-3) ¥ T%HE L T\ % Hyperledger Aries RFC?7 & |1, Hyperledger
Aries 7Y 2 7 P AR T 2 a v 7 P CPRETCXEELINTHEIDDTH 5,
Hyperledger Aries H&(Z Linux Foundation 234" — b33 70 v 7 F 2 — v ZHET 5 /2
WO7TuY s +Thb Hyperledger D—FThH O, 7 LT v ¥ LOEK, %£[EE X UFR
IR 2 Y B DM EER ey — v F v F 2R 2,

72¥. Hyperledger 71 = 7 FICi Aries Dftic Hyperledger Indy <° Ursa 7z & 2377E
L CTWw5%, Hyperledger Indy 13537 A 7 v T 4 7 4 D7z IfilicFEEI Nz Ty 2
F = —vT»H %, Indy I Distributed Ledger Technology (DLT) ®5E# & DLT & 9 H
WhedT 52007 7)r—2avDlddf vi—7c—A %ML T3, Hyperledger
Ursa (55 LYy 7 =Y%Mt 70y 227 FTH Y, Indy 5 X O Aries I 1T 5 0L
THIH TN T3, Ursa [ZIFFICEMGRESUHE 2L 72 70 & = 7 Mgk A R]
REICL. ¥ 2T 4 %0 X820 0@EERE&EH 2o Tw5,

217 Hyperledger, "Hyperledger Aries RFC," https://github.com/hyperledger/aries-rfcs
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(D-1) Aries RFC 0023: DID Exchange Protocol?!8

DID Exchange Protocol 1.0 I% Agent [f]< DID 23 272D 71 b a v ZHE LT
W 5 AR Tld Requester 35 & U Responder @ 2 DD B — L H3ED H LT 5, Requester
i Invitation X v & — % 3Z{5 % 72 1% Public DID 7> & OEGERIY 72 Invitation ZfH L T
O7va b ariERT 5 4HEETH S, Responder (2, Invitation DIEEFH T 72 IIBEERAY 7o
Invitation % 52 DID O #{7# TH Y, DIDComm %/~ L Tfthd Agent & WEh% 4 5,

Zu b a7 v —OEIZ I TTO@E Y TH B,
1. Responder (& Invitation £ v & — Z{#if] L T Requester IZ H & Oz {2t 3 5,
2. Requester 133215 L 721 % jtic DID & DIDDocument Z L AK Y A X vt — & LT
Requester ICXfET 5
3. Responder Z#%{5 & #1172 DIDDocument K& EN 2 EWMEZMHEHL T DID &
DIDDocument # L ARV A X vt —& LT Requester IZiEfET 5,
4. Requester IV ARV ARA v —V%XfF L7122 & Z2@MT 5 Xy +E—% Responder
(oS E AP

(D-2) Aries RFC 0036: Issue Credential Protocol?!?

Issue Credential Protocol 137 L 7 v ¥ v VOFITICHEHIN S X v - 2T 3
Zurarchdb, 2oOTubaVFFHFEDOI LT VU LOERICEKFET 5D DTl
Vo MIEF B 2L v v v A BRO il LT, JWT. JSON-LD, ZKP 7% £5% 3.
¥ o7 mtaniclELTwRwI LT Y Yy v OTERX 2 M 2855413 GitHub 2
O Issue ZigfL 325 2 LA TZ 5,

Zo7u bt an<it, Issuer & Holder ® 2 20w —1 %5,

218 Hyperledger, "Aries RFC 0023: DID Exchange Protocol 1.0," (May 2021),
https://github.com/hyperledger/aries-rfcs/blob/master/features/0023-did-exchange/README.md
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Credential Endpoint Request Parameters

POST /credential HTTP/1.1
Host: https://issuer.example.com
Authorization: Bearer <access-token>
Content-Type: application/json
{

"request”: <signed-jwt-request-obj>

ASNN

YITIAMARICIT L. Holderh' B B NE L #
(DIDWER) TELATS

X 0-77 : UEQ) : 7 L — L F(TEK L. DID FrE#H & O - TR

IITAT1EDIRTIER
{ (PER)
'77H/“JHC "credentialSubject”: {
"id": "urn:uuid:dc000c79-xx (FhEZ) ",
B85 9 5UUID (hS)
}
{ (PEE)
"credentialSubject”: {
D|D§§E'J_7|‘ "id": "did:example:1234",
(G219)

}

JL-LAD"credentialSubject” fBIZX L. 7L-LDFEITIHRTH S
IITATADRAIT-A%EHH (] : UUID. DID:# B F. DIDAFA#E. &

& 0-78 : L@, @: 71—k, DIDFE#H & O - TR

7L — LCHHHEREENT 2 26 Co vy T4 74 & 7 L — AROT ZFEHATHE & 70
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DID #5F1x. HEOH WGP EEING, D5 b, RPFICEL S DID #3+ % &k
4 % Pairwise Tl. 7L —LDfEHIC k> TlE 7 L — L IcNE &5 DID Bl o RaD
AREL R BB B03 D 5,
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1. The Future of Onboarding (2016)
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Figure 1

Access:

we are seeing

a pressure

from society

for immediate
services.
Customers’
expectations
nowadays demand
easy access to
financial services
and certainly no

longer include
physically coming
into a branch.

X 2- 51

Time consuming:

numerous reviews
that we have
performed at
financial services
institutions have
illustrated that
the time it takes
to onboard a
customer can be
very long. This is
costly for the bank
and frustrating for
the customer.

S

Variable quality:

the remediation
exercises that we
have performed
have shown that
compliance officers
set due diligence
standards to
varying degrees
of rigour, resulting
in varying
strength of KYC
documentation
obtained.
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Level 4

This is an identity where
further evidence is provided
and which may be subject to
additional procedures such
as biometrics

Level 3
The same as level 2, with a
higher level of proof which
physically identifies the @eeeeenns
person as well as supporting :
the real world existence and
activity of the individual. Level 2
The applicant provides
a claimed identity with
® gvidence that supports its
existence. Steps are taken to
determine that the identity
belongs to a real person.
Level 1
The applicant provides an
identifier, however there @ cormuermmeenineeny

is no requirement for the Level of assurance
identity to be proven. provided
by GOV.UK Verify
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2. Digital Identity:the current state of affairs (2018)
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Phase One
Centralized Identity

Phase Four
Self-Sovereing Identity

Phase Three
User-Centric Identity

Phase Two
Federated Identity

Source: Allen (2016)
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3. The value of digital identity to the financial service sector (2016)

RITH
OIX (Open Id Exchange)

2010 FEICFRL I Nz, ID EFICBID 2 T RCDOAR D %Y | i Law, A
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B, 4 =>T7F7%EML T IE7% SRR H - 7=,

£ 2-32 2016 FLUROEER VU EU 0fif - Bl - 1 =v T F 7 F&E
Regulation / Initiative Date of Implementation
EU Payment Account Directive (PAD) September 2016
EU Fourth Money Laundering Directive (4MLD) aaa | June 2017

Open Banking (Competition and Markets Authority) | Early 2018

Second Payment Services Directive (PSD2) January 2018
General Data Protection Regulation (GDPR) May 2018

IhooZftolfkicbBilL CRONE T —<id, TAT VYT 474 DRIETH 3
EASCRRIZIERI L T3, TA Y v+ OFIRPEH, i%w®ﬁ%\ﬁﬁﬁf®ﬂk
T—2DHE, B3 VITEE ZRE L (AR CEH, FER 2P 720

58] T AR & FRRE AR R TH B L FERL TS

® 1 ¥ UREFOH)X

2016 4£ 5 H. EEBIFIZHFL VTP 2L ID 2 F — L“GOV.UK Verify” % [Ez0IC
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“The government account gives me
the extra sense of security.”
Tasman, 20

“The process was amazing — really
simple, | could do It in 20 minutes just
before | go to bed”

Tara, 46

“The Verify route looks
the easiest. If | had Verify
set up | would choose it
as it saves time.”
Veronica, 46

“This process cut out a load
of time having to fill forms
out and obviously, the
information is verified.”
Fabian, 18

“Much easier than the last
time | set a bank account up.
It’s good that this can be
done in less than 5 minutes.”
Paidraig, 39
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WMORA L | FEEDPTHRICE Y 0 &BiCzoicT Y20 ID OFFMHAPEHTH %
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CBEFICE 5T, BRIEBI & O DR T e X & Z 0RO 2 FElT 5
EMNTE B,
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aZMERHIRTZZENTES, F— b7+ VFAEELREDH L I —E XD
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27200 E LT, BHEIICEOWEZT VAL ID AFX—L%EHAT 5 2 L2
FoE, ZLB- HEROBERICSA AL, FRICE > T VBRI H Y, &
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WID AF — LAHED 720 OER MK L 72 5, 22— PP AL T, BUFICHKE
X7z ID AF—L %02 L D{ENTNE N,
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4. Digital Identity in the UK: The cost of doing nothing (2018.4)

FATH
OIX (Open Id Exchange)
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TARNY =L X2 ) T4 ICHT 22N BBEOEEY LADE T RO TY
s 1D DOFFNICHROIEEE 2 2L A 3wl REMED & 5 KA ER S T 5,

@ TURNTATVT AT ABEARITOREVIRD
KXERCTIE TV EANTAT VT 4 7 4 BACH TGP HREZ 5 & &b
T YERVNTAT YT AT ABAZTOT ICHROEH 2k L 2565032
BETL T b, FRCGEEDO R E W, Sl I ico v Tt X v BRICHT 23T
Wb,
- KYC = = + o#f0
BED AML & X W& EILIRNK 2 2 + o ERER 268 < Ha . RITERZ U T
b 2020 FRE TR 25FA Y FOBIMIT A F 23255 Z &1k Y 2k 50%
DML 72 2 AR E T 5,
- FEHROWE BN
v 7Aoo ID BEHEEFICL Y, FEESEMT 2 il EfH I Tw b,
- ko ax b
IVE L DEET — 2 ZINELONTT 2 2 & SRS T 2 2 L &2
ffEnz (REKSR) . 7Y 2tz fTbiwi LTI oEEZRT 2 K&
B hTwa,

The evolution of digital identity value creation
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® FTURNTATVT 4T ATEMICENT 7 R 70 R
KRXHERTIE, TYEAT ATV T 47 A TERCET 728 ER e fRR I & | oL R
ZICICHT LT %, O <lid, REEFT RRcsdTiRrM) oBG o mEMEe
HROWHOEEEEFES BTN T2, GEHIXES)

o i
VT ITAT VAR MDD LREDOTTICHLICR Y 205 52 HFEL , X Y FE
N LT Y ENTAT YT 474 BAARA M2 HRL TEHZRETRETH S
LRELTOS, £/, COWERFHLEIEL % LT, AR E T % b &l
DRI E b > TIT 5 < ETH 2 M PR TRE LTV 5,

R2-33 TYRANTATVT 4T 4 ERAEEDBIIER - RKER

Success Factors Failure Indicators

Private sector involvement (particularly] Government-led with little or no private
banking sector) in the scheme design and| sector involvement

delivery

A shared vision for delivery between| No shared vision, competing roles
Government and industry, and clarity of]

roles

Wide range and availability of services able|] Limited service availability, lack of|
to utilise the ID ubiquity
+  Government / civil services

° Private sector services

Banking services are accessible using the

Public services access only
ID

High frequency of use - application to| Low frequency uses only
high-volume low-authentication purposes
(e.g. website log-ins, age verification)
and less frequent higher authentication

uses (e.g. bank account opening)

Existence of a mandatory ID for all citizens|  Voluntary or no national ID scheme in

- e.g. existence.

social security number, national ID card.
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An accepted history of national identity

schemes

Public distrust of Identity schemes / ‘big
brother’

A national residential register

No central residential register

Available to be used via a variety of]

channels including Smart phone

e-Card-based only — particularly if a card-

reader is also required

Low population states

Large population states

Using existing KYC data
bank data)
with an ID

(particularly

to actively enroll customers

‘Organic’ enrolment only

Public trust in the security of the scheme

Security breaches / questions

Public trust in how data will be used

Lack of trust in privacy rules

Liability model and trust framework
addressed

The lack of clarity on liability

A clear business case - operational savings

demonstrated and agreed by industry

Little economic benefit or high costs

compared to current processes

Regulatory clarity / confidence

Regulatory ambiguity or barriers

Passive enrolment of customers - a smooth

customer journey

Difficult or lengthy enrolment process - a

poor customer journey

Well-connected / interoperable existing

government [T and databases

Fragmented / unconnected / legacy govt

systems

Well-connected citizenry  (wifi, mobile,

broadband adoption and coverage rates)

Unconnected societies (not that not all
channels need to be well developed —e.g.
mobile only schemes in Sub-Saharan

Africa)

Barriers to access an ID removed or

addressed

Low inclusion and low access rates

Strong public awareness and education —

and govt and private sector working

together to achieve this

Low awareness and or education level, or

lack of joined up promotion.
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5. Digital Identities in Financial Services Part 1: Embedding in AML Frameworks (Aug 2019)
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IIF (Institute of International Finance)
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6. Digital Identities in Financial Services Part 2: Responsible Digital Identities, The Key to

Creating More Inclusive Economies
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IIF (Institute of International Finance)
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7. Digital Identities in Financial Services Part 3: The Business Opportunity for Digital
Identity
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8. Guidance on Digital Identity (March 2020)
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9. Digital Identity and Financial Crimes (2019.9)
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10. Public Sector Savings and Revenue from Identification Systems:Opportunities and

Constraints
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Feature

Digitization

Integration and
Interoperability

Digital
Authentication

X 2- 61

1. 7¥ 214k

Description

transition from paper to
digital-based systems,
including of databases,
credentials, data transfer, etc.

creation of a unique identifier
—often biometric-basedfor
each member of the target
population

connections between different
identification systems,
including their ability to
exchange information

electronic process that uses
one or more identity factors to
prove that a person is who
they claim to be

HECE DA v 2 V2 5257420 1D v AT LD 4 DDRHY

Key Benefits

Direct: reduces operating and
transaction costs

Indirect: enables unique ID,
integration, digital
authentication

Direct: eliminates duplicates;
increases efficiency

Indirect: enables integration;
boosts digital authentication

Direct: reduces operating and
transaction costs; enables
identity verification across
databases, fee-charging

Direct: decreases risk of
impersonation; reduces
transaction costs; enables fee-
charging revenue models
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A. Decreasing Expenditures B. Increasing Revenue

1. Reducing Fraud in 2. Reducing

Mechanism G2P transfers Administrative Costs

reducing ghosts, duplicates,  eliminating redundant identifying tax evadersand  to individuals for ID services
Description  ineligible beneficiaries, and systems and reducing widening the tax base and to third parties for
impersonation transaction costs verification/authentication
* Payroll * |dentity providers * Taxadministration * |dentity provider
* Pensions ¢ Agencies or programs
Location o Safety nets that require identity

* Targeted subsidies proofing, verification,
e Education authentication, or
¢ Health insurance, etc. credentials
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11. Private Sector Economic Impacts from Identification Systems

R
WorldBankGroup ID4D (No.10 & [Al%K)
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o REEMiceE o THRDA V72 DHBID AT LD 5 DD TERRHHE F 7 H]

AN

Feature

Digitization

Integration and

Interoperability

Queriability for
Verification and
Authentication

Public-Private
Cooperation and
Partnerships

Description

transition from paper to
digital-based systems,
including of databases,
credentials, data transfer, etc.

creation of a unique identifier
—often biometric-based—for
each member of the target
population

connections between different
identification systems,
including their ability to
exchange information

the ability of private sector
companies to efficiently,
securely, and consistently
query and identification system
for information

the extent to which private
sector companies are directly
involved in the architecture and
continued execution of
identification systems

Key Benefits

Direct: reduces operating and transaction costs
Indirect: enables unique ID, integration, digital
authentication

® Direct: increases transaction efficiency; reduces fraud
opportunities
* [ndirect: enables integration and queriability

® Direct: increases transaction efficiency; facilitates
queriability; reduces fraud opportunities

® Indirect: incentivizes system adoption by incorporating
awider amay of services into a given identity platform;
encourages positive network effects

e Direct: increases transaction efficiency; facilitates
effective private sector verification and authentication

o Indirect: reduces private data liability costs; mitigates
fraud opportunities; incentivizes value added services;
encourages positive network effects

o Direct: enables private sector revenue generation for
identity services
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1. Decreased Costs and Expenditures

Pathways Features of Identification System Conditions

Integration/ * Coverage
Dlsmnﬁon m Inhnp.nb"“y M . RObusmes ™ accuracy
b. Reduced theft and Integration/ o Coverage
fraud Interoperability  Robustness and accuracy
* Coverage
¢. Reduced Integration/ * Robustness and accuracy
compliance costs ol " Interoperability o Clear, consistent
regulatory structure
 Coverage
iy  Robustness and accuracy
d. Reduced liability v iarendides
costs regulatory structure and
framework for recourse

K2-64 FI2ALIDYRTFLOEEDED 7= 53 2 X ISR

a. Reduced
administrative and
transaction costs

a. HH - B2 2+ OFRE

7V 2T X 0 B EITRED 22 2 b % HIl

SRR T, N COMEIC D 5 2 2 b i3k 4.25 P, 54
AEEITIEH T2 0.10 FriclakbhnewiREL Y,

4 v FCid, Aadhaar v X7 LI X V| BB 2 —F ORAMERF 2=
f& 2 oI HEE R fEiC, Aadhaar > AT L DEAF. 4 v F OFEE 4>
DAV R—F 4 v ax MK 1,500 v — (823 ) THho =28,
Aadhaar > 27 L DWEEM:, 7 20k, HAEREOR EICX O, AV R
—F A4V ZazxbiEzbTr 10— (1 0.15 Fu) i E TR 5 & v
SHEH Y,
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b. @ - NIET A DR
R A N = X L %A R T2 BN EARNER Y AT LIk Y A vk
—T AV OBRICHBEE ZIEMEICERAI L, 7Y XL - T a2 %L TR
MEINTZTAT VT 4T 4 LBEOEETE E #BEM T2 223 TEN
. FEROFTEIE 2P < X 5 AN RIREIC, BIEDT AT VYT 4T 4
TATHAINDRCOEET S EINT AT VT 4T 4 DWGERITY 2 &
X0 HUEIRF R CTOAIE & B

c. aVITIAT VAR DX
“Ah— e m—Y XY v EONFITREMIE L, X 0 JAHE R R E
HEMEL X5 & T 2B O OEFEICEER 3 2 HE 2 2 b D HI
w3 — 1y T, CEERRRITO KYC 2 2 b IZ4ER] 6,000 J7 F v
<., 4 OWEITld, BICHRED =01 10 F¥ K225 100 £~ F
(13.40 FA25 134 Fv) oo Z b B3FE

d. AEREZEET 2 2 &IC Xk 3 &2 2 N DR
- BURDBKIET 2ARAER Y 2T L0k, $AAN—EIEEIELZZY . AT
—ZABERICILINT T L ZRIELZY T2 DTidawa, REME
ENRAETIMAT — 2 2 m/NRIcilZ, KbV ICEETE 2B AT
L~DWEDRICHHZ 2 e TENIE, BREDT — LMD Y 27 L
N a A M RBRT 5L TED

(2) INZEHES

286 "Uncover the True Cost of Anti-Money Laundering & KYC Compliance. LexisNexis Risk, 2016.
https://www.lexisnexis.com/risk/intl/en/resources/research/true-cost-of-aml-compliance-apac-survey-

report.pdf
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2. Increased Revenue Generation

Pathways Features of Identification System Conditions
a. Increased consumer * Coverage
b Querlability * Robustness
ase
and accuracy
b. Decreased consumer o Coverage
Integrati
abandonment and Digitization |n:':gm:::lm Queriability * Robustness
rejection and accuracy
—— * Coverage
[ Feest: arged for Private Sector o Robustness
identity services Cooperation and accuracy

X 2- 65 IZS¥EMOBE % AIEEIC T 288> 2 7 LA DR

a. BEEFM OYLK
Bt 7 20 ID v 27 L DiERICX 2, @& EEICBWTI W %L
DERZ S — ©RICH Y AL & & RA[RE L 7 25, KL OYLK

b. HEF DIEHE L AR DR
onboarding 7' v & 2 DEME & FICHEA L 72 BER BET o BT
KETIE, SV —CZADOH LIAAD 25%723, KYC Yot AL X7z
EOMIPTHEEIN TV S LHEE, »EFEIGITIE. ZBEIE 3 fFIC
Bhia B30 3L A CDMEIT e 74 v DR T v 2 R THAE 2

c€. TAT VT 4T AICBET 29— R0kE
BUR AT 5 ID & 27 AR EERS T 5 %0 ID - 2
DR B Z R T DA S

o LIDREFHIFE D RENE

287 FStech “Know Your Compliance Costs”  (June 2017)
https://www.fstech.co.uk/fst/mitek/Hyperion-Whitepaper-Final-for-Release-June2017.pdf

8"E-Commerce retailers are losing their customers because of this one critical mistake." Business Insider,
16 March 2016.

https://www.businessinsider.com/e-commerce-shoppers-abandon-carts-at-payment-stage-2016-3
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LT Y2 ID v A7 LOFEMEAICE I i a R b - fiFFa X b
DB F4k

Cx=AHD 2017 FEDQEEK ID v 2724 (NIDS) 7b FiF7my =
b Tl KRMBHFERIT 2 5% FHL-> 72 6800 /T FADESED 5 5 500 J7 F v
2 [ER® ID Ao &B L] ik Thbh, X 51T 60 )7 Fuds [HIFERAE
N EROMERE] odEIcEY, ®

ExRL 1D ID BEEo—EMo 7 wElds & O T3, BRI IR
WIFERh M % A A T

WEETIR, BIFAZED->72%D 2010 i ID A — FEREZBEEL 72,
ZO7RZILTFMASEEYF GIEFL) BPEIN TR, I —
FooicdTic 30 K F (39 Fu) 2> Tw7z 177 5,000 Ak
EfRICIZRES I Nnd

ID Bi#ED v 27 LB XVBORICKIERZEAMAONE &, v 27 aR
MK bI, RERFAEREZIPHoORAI a2y T4 T v R
IRL, O IS RIERERIEICERI T 2 ATREME S B 2, ElIX. REX
- ID HEICOWTERONGE ZEE L. #7 R HHIZEA IO W TR
COWMEC—E Lzalazr—vaviaBETsILickoT, ThH
DWERN T A M EBH LD 5 2 LR TE 5,

289 For a full profile on this status of Jamaica’s NIDS project
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Appendix2  FIEIC BT 2 BREHH] O KL

. 41 ¥

A F Y R BT B ERERTT Proceeds of Crime Act (POCA) 2002 ZHAREL L TU
RIS Z A C EFK L. POCA OGET I L MilEHIC X v flfise 3 21X 2 L5, CFT I
L TlZ POCA & 1ZRic Terrorism Act (TA) 2000 #EL. TuB XU TFu&Lit5 1B
LCT—ICRICER L T 5,

¥ 72 POCA 5 XU TA o3 b li{LIXfTH 3. Money Laundering Regulations % 7
A X AT THICHERFOB S 2 Ml 2 BE L T 5,

(AML i< B3 % iE 8]
(O POCA 200220
4 12Part © 5 B Part7 ICCT AML ZE&R L T 2%, & L THURMEDOERICH D,
SR BT 2 BARNABEL TCRFERL T, Flll RME 3R D Money
Laundering Regulations (MLR) IZ&# T\ 5,
(2 POCA 2002 (Business in the Regulated Sector and Supervisory Authorities) Order
20032
POCA2002 123§ L TEENROEIES XCEEETOEMEEL LT 5, HITEL
FICBAF 2 BUEIEM L Ty,
(3 POCA 2002 (Business in the Regulated Sector and Supervisory Authorities) Order
200722
@IFlkk, POCA2002 icXf L CEBE R ROPEIES X CEBEITOMEBME EL L Tn
%, BIUHERRAICBIS 2 BUE IRBIN L T e,
@ Crime and Courts Act 201323
#E 7 © Serious Organised Crime Agency (C {ft 4 » National Crime Agency %
AML/CFT F#&mBI & LTz 3 2 B2 MET 2,

290 legislation.gov.uk “Proceeds of Crime Act 2002”

https://www.legislation.gov.uk/ukpga/2002/29/contents

291 legislation.gov.uk “The Proceeds of Crime Act 2002 (Business in the Regulated Sector and
Supervisory Authorities) Order 2003”
https://www.legislation.gov.uk/uksi/2003/3074/contents/made

292 legislation.gov.uk “The Proceeds of Crime Act 2002 (Business in the Regulated Sector and
Supervisory Authorities) Order 2007”
https://www.legislation.gov.uk/uksi/2007/3287 /made

298 legislation.gov.uk “Crime and Courts Act 2013”

http://www.legislation.gov.uk/ukpga/2013/22/contents/enacted
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https://www.legislation.gov.uk/uksi/2007/3287/made
http://www.legislation.gov.uk/ukpga/2013/22/contents/enacted

(® Serious Crime Act 20152

[CFT 12 B4 2 i)
(D TA 200025

HERTOEBIEROERIC T oo Tz T e B X T v ESICHT 2HEICRD Y,
TRBIUNTuESMGE —IJTICERL T3, TA OWETH L OMERIC X b filise

T3 EE 5,
(2 Anti-terrorism, Crime and Security Act 20012

2001 9 H 11 HDO T A Y ek 2L FET v 2% THAZL, #&IC Section 23 2
European Convention on Human Rights 1 #E4l L 72 \» & HI W7 X 41, Prevention of

Terrorism Act 2005 ICE X1z b7z,
(3 TA 2000 (Business in the Regulated Sector and Supervisory Authorities) Order
200327
TA 2000 120} LEEFE NS 7 2 — 5 XL OIEEEN R 7 % — % WG],
@ TA 20062

TuB XU T uERMHGOERZIBN - BIE, ZOFMDBELPHELEZGDE THE

fti
(® TA 2000 (Business in the Regulated Sector and Supervisory Authorities) Order
20072

@Fl#k, TA 2000 15 L CEER R 2 % — 5 X OHFEENR € 7 £ — % HKLT,

294 legislation.gov.uk “Serious Crime Act 2015”
https://www.legislation.gov.uk/ukpga/2015/9/contents/enacted
29 legislation.gov.uk “Terrorism Act 2000”

https://www.legislation.gov.uk/ukpga/2000/11/contents

2% legislation.gov.uk “Anti-terrorism, Crime and Security Act 2001”
https://www.legislation.gov.uk/ukpga/2001/24/contents

297 legislation.gov.uk “The Terrorism Act 2000 (Business in the Regulated Sector and Supervisory
Authorities) Order 2003”
https://www.legislation.gov.uk/uksi/2003/3076/contents/made

2%8 legislation.gov.uk “Terrorism Act 2006”

https://www legislation.gov.uk/ukpga/2006/11/contents

299 legislation.gov.uk “The Terrorism Act 2000 (Business in the Regulated Sector and Supervisory
Authorities) Order 2007”
https://www legislation.gov.uk/uksi/2007/3288/made
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(AT AE ]
(O MLR201730
V2 7o GRS (BERMER: 27~29, 33, EDD: 33~35,SDD: 37) BX U T
MEENE. B5IRED 24 227 (30) %#HUE,
(fEA : 28- (2))
BAZ O HICHERD E A T WAL, RO ITER 2 Efi T 5 Z &
BEIC TR DS AT 25560k, YR O 5T % SRR o H Y5 %
BRAL T 256 2RE, MG 21T BPBEERANTD % 5Dl & E

i e
A OB HI R B ICOWT, HEICH U CGEMIICEREZ AT LT
flissce
GEA :28- (3) - (a)
ENERL A

FEAFET D LM B ES
BT, B 2 56 TR
CRESEAN  28- (4))
HDZH DRIE
BIRE P EDOZIEE VI TH 202 AL CTnb 2 L 2ERT 2720, H
DEEEDT AT VT AT 4 ZWRGET 2 7= D ICHBFREINS 2 &
BoOZmE M ENPELat. MEEA. EUT 2 EWLETH 2 5561%
ZHCHEE A RS 5 72 Z ICABEI TR A IS C &
(2 MLR20193!
MLR2017 (23} L THE 5B SR 5 2 iz (8- (1) - (b)), AMLD5 ~®
HEPL (3- (D) - (o). WHRTREFEOLEHE (13- (1) - (@) - 1)) ZEff,
¥ 7 BT IC B WIS ERFHZHUR L, AW CL#EIRREFEE s X v R
R—bPCEK, T7-EBTFNETHZETFEE LTHF 7 A P —1 X (Regulation (EU)
No 910/2014) % fHl/R,
(3 Good Practice Guide 45
BUFF 7Y Z % — v 2512 T Good Practice Guide 45 #FfTL T\ 525, MLR & %
72 VBT R ER MRS L OSBRI O TR & T Tv %, "How to prove and verify

300 legislation.gov.uk “The Money Laundering, Terrorist Financing and Transfer of Funds (Information
on the Payer) Regulations 2017”
https://www.legislation.gov.uk/uksi/2017/692/contents/made

301 legislation.gov.uk “The Money Laundering and Terrorist Financing (Amendment) Regulations
2019” https://www.legislation.gov.uk/uksi/2019/1511/contents/made
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someone's identity”323 X UV"Identity profiles”*31C T Levels of Confidence & L THH
4 L~ v (Low Confidence/Medium Confidence/High Confidence/Very High Confidence)
ERUEL. L _MICE T SRR &7z L72GBA MR FmE 2 HEL TV
Very High Confidence % iii7z AN EH L L TILAT AR T AT 3
[EI P R ZE MRS (ICAO) DX A KR — 1+ (e-Passport) @ﬁ:ﬁ CHEHLL 7-
A RFEREST & ¥ 2R — b
EU % L < iZ EEAM#BE® ID /#—F ((EC) No2252/2004 Ic#Efil, 704
RIE#RZ &)
AARFEREIC B D < S E N R FF AT EE
@ The Joint Money Laundering Steering Group (JMLSG) Guidance*
JMLSG 7% HM Treasury Z&GED b & @filie 7 2 — it L CHEMHI oM oL 2 Fhi L
T a2, EARLIEIEEMER OB ICZR o T2
BE % 7 (Partl Chapter5) I T, MLR2019 i T&F Kk & #1 T \» % "electronic
identification means”® BRI & L T eIDAS #2817 C\ %23, IAL 2 &® RN E
FEINTniv, 2ZL7 Y20 D RETHEHEICE 2540 1 5L LT elDAS ~®
HEPEZE T T B

2. A4V

F A4 i B 5 58I Money Laundering Act (GwG) %KLL L GwG DfFR 7 —
FEODTFIRATATYT 4T 4 BEERA~DM O TIN5, Tl LTiiy
T ARG IC X 2 BICHERR Tk 2 BE L 72 Circular 3/2017 (GW) - video identification
procedures,ID 7 — FICB3 2 il Z #17E L 72 German Act on Identity Cards and Electronic
Identification 3% S 5,

72 KA VEIERIT Tl elD D2 — 27 — 2 DM b T T\ 3

302 ggy,uk “Guidance How to prove and verify someone's identity” (Updated 11 February 2021)

https://www.gov.uk/government/publications/identity-proofing-and-verification-of-an-individual /how-to-
prove-and-verify-someones-identity

303 goy,uk “Guidance Identity profiles” (Updated 11 February 2021)
https://www.gov.uk/government/publications/identity-proofing-and-verification-of-an-
individual/identity-profiles

34 The Joint Money Laundering Steering Group (JMLSG) “Prevention of money laundering/
combating terrorist financing 2020 REVISED VERSION PART 17
https://secureservercdn.net/160.153.138.163/a3a.8f7.myftpupload.com/wp-
content/uploads/2020/07/JMLSG-Guidance_Part-I_-July-2020.pdf
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@O GwGss
(2 Interpretation and Application Guidance in relation to the German Money Laundering
Act30s
GwG B LU GwG DR — MCBWTHEEEHFERZHE L T 5, SIThERICE
LCidntmic X 2 ool e LCUAT offlHlZ#E LT 5,
X HIRF D B TCHERRIC 35 10 2 NI H
AN« KA, B, ABEH B, B, Bt
BN 2t/ ERERE, MEERE S BRCE.
REFHEBI DL H K4
YIBRR 7o RGIEIRT IC B TR R & L CRED b 5 M
FA Y BIFFETO AR =+, % L < I* German Passport Act ICHE#LL
CAR NS
F A Y BUNA RS 2 KR X 2K — b
GwG iRl — MIc TldRIF 2 ¥ 2 ) 74 2 AT 2 Tk LTUT 2Hl
iE
HT B it HZE  (German Act on Identity Cards and Electronic
Identification)
WS ETFEA  (Regulation (EU) No910/2014)
B A * —24 (Regulation (EU) No910/2014)
GwG I THIE 3 5 Peifr M RE B xRy o SR
3 Circular 3/2017 (GW) - video identification procedures®”?

HEIC X 22 e NBHIC X 20 2 2 2 =7 — ¥ a VB HN 2 556 13 5 JeiEsE 23 v BE
EFERRL . FEXTHIC X 2 BT 2 BIBUE L T\ 5, BYRIC X 2 ool e L CHIc
AT oAl 2 BE L T 5,

(FUNESSEA

SRR B X OINBRREIE DA R L — 2 BFEERHE, AL — X (3@ L
Tk Y ERWHE D 3255 2 JH

ARV =2 % T 7 ZADRIE T NG ICE

305 Bafin “GwG Money Laundering Act”
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Aufsichtsrecht/Gesetz/ GwG_en.html
306 Bafin “Interpretation and Application Guidance in relation to the German Money Laundering Act”

https://www.bafin.de/SharedDocs/Downloads/EN/Auslegungsentscheidung/dl_ae_auas_gw_2018_en.htm
1

37 Bafin “Circular 3/2017 (GW) - video identification procedures”
https://www.bafin.de/SharedDocs/Veroeffentlichungen/EN/Rundschreiben/2017/rs_1703_gw_videoident

_en.html
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HochERERHIT MRZ (Bl 2 vz F = v 7 7 vy MR &kt
FHeF 2T 4 BRNE
BIthEREE O ¥ 2 U 7 4 ORER L AN R R O HER A B
SOt EE O v ) T AE SRR, 185 - g L UKD L < IZEEHR
Eh o OWER
ST EHICE N DM O R LM X MEHENE % i
STCHERERICE TN 2 M NGO —EER (R BI%)
TAN (=7 vRFvo—=) DOEMERNCLSE S ZAT L~D TAN AS
@ German Act on Identity Cards and Electronic Identification30®
IDA—FicEENET— 2B LVID A — FERARGEHRE L CHAT 2556
HrlREZRNE (BREHRZ & D) ZHE L TWw 5, BARIICIE Section5 I T T 12 18
H% ID 77— F2 oISl e L THEL T, 727 L ID A—FEicid 1~5
BIXUPI~12 07 =%, 4EREHRIT ID #— FRFEELDO VA7 T A MBH o728
BDORRET S EHBIE  (Section5 (5) , (9)) LTw3,
1. #» X OIHLE
%
Hits
AFEHHB XU HIAER
53
H4
SR
Hot
. JEER (F A4 Vo84 13 no main residence in Germany")
10. [EFE
1. — &R
12. RBH =5 A
¥ 72 ID /1 — FIEHRHURICIZAT O 2 RS ZHUE  (Section 18 (4)) L Tw 3,
Y= R T 0N X H o DHERRGE % 71 — FEREFE ~IEfE

0 0N W

308 German Act on Identity Cards and Electronic Identification

https://www.gesetze-im-internet.de/englisch_pauswg/englisch_pauswg.html
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71— FERFFEICL 2 PIN D AY)
(5 Use of electronic identification means (eIDs) in electronic payments and when
opening a bank account3”
N A Y EHIRATIC X 2 DEREE~ D eID O RE 2 ENH B LY Y 2 —va v
2> DIRET L 72 3, eIDAS ~OxtGZHEE L. elD ot & L CEFRFES LU0 H
JERAGE % 22— 27 — R CHET L T 328, A4 X v ZADABFITICIRE > Twia,

3. YVIHE—

Notice 626 53X U ZDH A F 7 4 VIZTHITHERIC B W CTHE R H Il EH B X O
AFEEZERL TS, £7244 FI4 vicEwCRIENRIIC I T 2 5T T % M
ftLTwz,

—77. National Registration Act i€ X Y ERFFHFEZT L LTNRICZHELTW5, b
IZ Smart Nation B3 & L T SingPass. Mylnfo 7% National Digital Identity (PDPA I #£4fll
L7z SG Verify) IHi. Bfish>o25 5,

(D Notice 626 Prevention of Money Laundering and Countering the Financing of

Terrorism?31

HANC & 2 BT 510 2 FThEREH L LT 2 HMEZUT O L BV HEL T

%,

XHHNIC X 2 B ITHERRIC B TNET 2 15
AN 7 —2o (GEED). —E#AlT (D A — F&E5. HAEHE

Ty NRAR— M EE) . R EEE

BN et/ FEERES . SacE. BROLAEHH

WANC X % B ICHERRIC B\ T B2 E
HEA & o BT EE

(2) GUIDELINES TO MAS NOTICE 626 ON PREVENTION OF MONEY
LAUNDERING AND COUNTERING THE FINANCING OF TERRORISM31!

309 Deutsche Bundesbank elD working group “Use of electronic identification means (eIDs) in
electronic payments and when opening a bank account”
https://www.bundesbank.de/resource/blob/826326/e8b63fa9701886ec99dee591bb7104f2/mL/bericht-

eids-elekronischer-zahlungsverkehr-data.pdf

310 MAS Notice 626 Prevention of Money Laundering and Countering the Financing of Terrorism

https://www.mas.gov.sg/-/media/MAS/Notices/PDF/MAS-Notice-626--November-2015.pdf

311 MAS “GUIDELINES TO MAS NOTICE 626 ON PREVENTION OF MONEY LAUNDERING AND
COUNTERING THE FINANCING OF TERRORISM *
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FEXFHNIC X % BTl TiE
FRATHICIENHNICHE S EH Y R 7 2R L 2778 & Fhc & gD, FEhid
52t
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(EUN2ESSES
FERHNIC X 2 B TCHERRTRIZ AT 1 DB L2 Efi s~ & L BUE
BIERTERRTE A D JFEE D L IZBEANOEREESIC X % Bl
HHIS L <3088 2 Tk X 2 B R Ol
B JE e 0 NEHFT~ 0 JE FARIUIERR. (R ARIE 230 %)
T2 5 AF L 72 B3 B IC & 2 6 55l DT RE
b L CIIRAEANIC X 2 B hEREREHE
AT OARNAIED L5 EH L 72T = v 712 X 5 DHEEIRGADHHE
FERIHI B 2 A R %2 AT 2 T 2 ITIC X 258D H 5 & ITlEsd
(3 The National Registration Act of 1965312
16 U LD ER S X UOKAFFAIRECRFEF IS0 L CHIT T 15 National Registration
Identification Card (NRIC) #MEL T3, FEARTICIXFEEED FIN % HIEHE)
NIRC 2BV T T DIERZREFF T 508, MEHROEREN 7 — F & RECRA 2R
BA—FOREBIZINOEWRPELEHINTNE I LTH S,
¥ 72 2017 2> 5 1F ICA T THE| (XAKR— + OZINE) 2179 BRICHLE T — X DI
Erhlth T ., TERTOIERERINZMiTE T 5 2 L Ic X 2L A ML T 5,
ID 77— F&ES (N—a—-F&ad)
HGH (£/749)
P
(K72 2v) CvA vy, RIFEHRL CREE, vx 7, 231 —L#
59/3
AHERH
TERI
2R

https://www.mas.gov.sg/~/media/MAS/Regulations and Financial Stability/Regulations Guidance and
Licensing/Commercial Banks/Regulations Guidance and Licensing/Guidelines/GUIDELINES TO MAS
NOTICE 626 ON PREVENTION OF MONEY LAUNDERING AND COUNTERING THE FINANCING
OF TERRORISM.pdf

312 Singapore Status Online “The National Registration Act of 1965”
https://sso.agc.gov.sg/Act/NRA1965
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https://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulations%20Guidance%20and%20Licensing/Commercial%20Banks/Regulations%20Guidance%20and%20Licensing/Guidelines/GUIDELINES%20TO%20MAS%20NOTICE%20626%20ON%20PREVENTION%20OF%20MONEY%20LAUNDERING%20AND%20COUNTERING%20THE%20FINANCING%20OF%20TERRORISM.pdf
https://www.mas.gov.sg/~/media/MAS/Regulations%20and%20Financial%20Stability/Regulations%20Guidance%20and%20Licensing/Commercial%20Banks/Regulations%20Guidance%20and%20Licensing/Guidelines/GUIDELINES%20TO%20MAS%20NOTICE%20626%20ON%20PREVENTION%20OF%20MONEY%20LAUNDERING%20AND%20COUNTERING%20THE%20FINANCING%20OF%20TERRORISM.pdf
https://sso.agc.gov.sg/Act/NRA1965
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BUA Y 74 v I —v 2A%FHAT 27200 HEEAEY A7 4 & LT SingPass ZE A
L. 2018 %2> & (% SingPass Mobile Z#E A L REH — A~ ML T 5

SingPass 1% 2003 I ffl AR, 2016 4F ik Al (Singapore Corporate Access) 753 A
INTHED, 2003 4£D SingPass BEARF T FICBIF Y — € RBICE L - 72 D D& E
B CT® o7z, NRIC & H7z b BUFIZERE 243, 2019 4 9 A BIFE T 380 T A HU{FHFE & T
H5,

¥ 7= 2016 £ F T Two-factor Authentication DEAIC X O & * 2 UV 7 4 Db,

2020 4 9 HICIZBHRERERAN IC iProov #E OBAAEMRREAERAT 2 AP L. A=—F 7+
YERELEVEEZIY AL (BUFEERED ¥4 X 7K CEETaE) 25,

2018 #Fic 1% SingPass Mobile (SPM) ZEA L, EXNA LT A Z~DBETEEL
2020 4 3 ABIE, 16 O RERFE2S SPM Ll L 7w 7' 4 VR — XV 2 EEH A TH
%,

7272 L& RBERE 2> © 13 AIA, Manulife, Prudential ZICf % V. $#171% NRIC & fl4
AbEMERIEZEML T2,

(5 Mylnfo

SingPass [AlfkIC ot rp B ol A\ B % sl § 2 tHfATH Y . 2017 413 11 PER
HAFDOREY — 2~ ML T 5

"Tell Us Once” ¥ — & & & L TE A7 1F 2% 2016 4F, ik AN IA 1F @ CorpPass 23 2016 4F,
MylInfo Business 7% 2018 4124 — & 2 24 L T\ 2 45, 2016 40 AREZ{TBO —
CRABCEE LT —20EFENIET 2 2 EBEFETH Y, SingPass DFRAELA A
BrzpEed 5,

70 2017 fFFICiIREY — tx«%mt FBERHER S 7 LY v b 1 — FHIGE~D#EH]
DB X v, BEADITEFHE % 131213 CorpPass IC X 2 EE23n[RETH 5,

313 Businesswire “Singapore Government Extends National Digital Identity Programme With Face
Verification Solution From iProov and Toppan Ecquaria” (September 22, 2020)
https://www.businesswire.com/news/home/20200921005898/en/Singapore-Government-Extends-

National-Digital-Identity-Programme-With-Face-Verification-Solution-From-iProov-and-Toppan-

Ecquaria
314 GOVTECH Singapore “SingPass Mobile hits one million users 31 MAR 2020”

https://www.tech.gov.sg/media/media-releases/singpass-mobile-hits-one-million-users
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https://www.businesswire.com/news/home/20200921005898/en/Singapore-Government-Extends-National-Digital-Identity-Programme-With-Face-Verification-Solution-From-iProov-and-Toppan-Ecquaria
https://www.businesswire.com/news/home/20200921005898/en/Singapore-Government-Extends-National-Digital-Identity-Programme-With-Face-Verification-Solution-From-iProov-and-Toppan-Ecquaria
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2020 4E 11 AEENSTIZ 110 T — RIS 2T 90 ORMY — v 22542/, K
FHRITFICH LT HEFIZ S DERABIERL T 2,
M1 Remit fED 7 v 2K — X —3%4
DBS 3L N OCBCickJ 3271y k71— FHiE
UOB Ik 2 Milis X OYEHEEOE, h—a—v2r7Lyy P h—Fot
VI A VG
(6) Personal Data Protection Act (PDPA)

Smart Nation B3RIC X U SingPass ¥ X U Mylnfo Z#t# L 7z National Digital Identity
ZHEfR 9% b, 2019 £ PDPA JitifTic X » SG Verify ~DHizife %[5, PDPA TIZR
M3 X 5 NRIC IUEE - fHhf - R - BARRAIEIE S iz 720 BICiERFBm T
1T 2019 4F 12 A< SG Verify #E A L NRIC of%& & L CoOFHZRIBL Tw5, OJE
flixe 7 LY v b — FEEICHIHTRETH %,

7220198 AICIZT 2= ANHA P T A vk P KL, SGVerify il L T ¥ 2
TICAANE R & IET 2 A 2 52 LT\ 3, PDPA HEHLO 7= 0 3 -C I E 501 7
NRIC 1&5#H D B A HUFFHETH 5,

4, TAIV A

JH3575 T 1% Bank Secrecy Act  (BSA) ¥ X 18 USAPATRIOT Act AL E L, [FiED
EFT 5 CIP I THIUHEREFHPCFEZHEL T2,

FEAEIETY v TR =2 TH VHIBNIIREICRRON TV R, JEICBNT
S HARRNTHAMEIZERE L Tz, fl2idsd AML/CFT opiaifb 3L Mo 1 oTh
% =a2—3—27HTlk, DFS504 IcB W Tt v VIRAIFEZHE L T\ 223, BICiadix
HIEICED 5 CIP # 4 2 1/ % 5,

@ BSAs317

315 Smart Nation Singapore “National Digital Identity (NDI) ”

https://www.smartnation.gov.sg/what-is-smart-nation/initiatives/Strategic-National-Projects/national-

digital-identity-ndi

316 Personal Data Protection Commission (PDPC) Singapore “TECHNICAL GUIDE TO ADVISORY
GUIDELINES ON THE PERSONAL DATA PROTECTION ACT FOR NRIC AND OTHER
NATIONAL IDENTIFICATION NUMBERS”
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDEF-Files/Other-Guides/Technical-Guide-to-
Advisory-Guidelines-on-NRIC-Numbers---260819.pdf?la=en

317 Office of the Comptroller of the Currency “Bank Secrecy Act (BSA) ”

https://www.occ.treas.gov/topics/supervision-and-examination/bsa/index-bsa.html
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https://www.smartnation.gov.sg/what-is-smart-nation/initiatives/Strategic-National-Projects/national-digital-identity-ndi
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Technical-Guide-to-Advisory-Guidelines-on-NRIC-Numbers---260819.pdf?la=en
https://www.pdpc.gov.sg/-/media/Files/PDPC/PDF-Files/Other-Guides/Technical-Guide-to-Advisory-Guidelines-on-NRIC-Numbers---260819.pdf?la=en
https://www.occ.treas.gov/topics/supervision-and-examination/bsa/index-bsa.html

AML/CFT 2% #E L. MflidiE~==2 7132 LT FFIEC iICTARL T3,
FEEMER D & L CERikEs 1 51 % Customer Identification Program (CIP) &
AEBUET 2. M USA PATRIOT Act iIc&ER %,

(2 USA PATRIOT Act®®

CIP o#HZ#IE (Section 326) T3, 727 L CIP FiE I3 SRR o HIFE R KX

Bl l, RIRHEEZHEST 20HTH S,
3 CIP
AT X 2 BITiER 2 A ICBlE SN CH Y, FEXRTIIC X 2 TR ITEUE 2 N T
v, BRI T Z2HET 5,
B TCHERR I I\ TRAKFR AT DI ERINEE
A : AT, EFEA B AETD L ZEHE (rwGa ZBEREEER /i
HERLERETS. BOOBE D L CIXREAOERD L < IXEH
5o) . MBERS (T AV AN b LIFMBRESRS/ AR — 1+ &
5 /INENE BT/ BUM T OEEE D L IHEENSHEZE X 25
HEAF & EHE/FROEES S 1oLk GET AV A AN)
BN et T7e 2B O FT et/ B S5 P/ 2 o B R T A
B TR B T AT 7 E
AN : BUFRAT ORI L T wERECEESHEETE 2 5HD L <
FHUOHED H 5 FH GHEIRFFGEC YA K — b &)
FEN FTEAEAEE GBS GEEHE . BUMSAT O HEFFAlGEE, ¥ — b
F—y TERE EitiEES%
FHELU 0 5 Tl T B
HBEEMERBE P I T — 2 R — 2HWEE & o Ll SRR~ 4,
MR O AT
FREFE THITHER T E A oflsMEE
BHEZEDHEEHE ICBE T 2 1HH & O i

¥ 723 2 ST o I 2 HEEOKE bR IcER o nTE 0, MANIHEE
INTWa\, JERTHIC X 2 HochEadld. BouEalEFHUMC X 2 ERFEROFIN D 1
2eLTER (@ - (@) - G) - B) - (2) ThTnd,

A OHLE X 72 < o SRIBEEEIC X 2 FISMEE O LT ERUE & S5

318 FFIEC Bank Secrecy Act/Anti-Money Laundering InfoBase

https://bsaaml.ffiec.gov/

319 USA PATRIOT ACT
https://www.govinfo.gov/content/pkg/BILLS-107hr3162enr/pdf/BILLS-107hr3162enr.pdf
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[FEH DS BUFRITOEEN E EH 2R CTE hwia, &R 3 iz EHHEIC
Kl LT wihdy, BIoiEsdEEs LIC OB L 2856, SHIcX 2 57T
MERATE R\ Y R 7 D3E VBT CHRUR I iz 6
(@ Part 504 of the Banking Superintendent’s Regulations??
= a2 — 3 — 7 M| Cid Department of Financial Services (DFS) 504 IZ &>T DFS E&
T DB L THERDNESFRE 2 255 L T\ %, HEfLL IS BSA SFDEFETH Y |
DFS ~oiHFER M Fh % 2 FicHE L. AML/CFT B3 2 flHLIZ1T - T e,
(5 Final Rule on Transaction Monitoring and Filtering Programs?2!
DFS BEi& T oemBERE I L TGl eE=2 ) v 7B XU 7402 ) v 7a s J L
CRHMELTHUE L TH D, BITHERRICHR 2 BUE IINRILCTH 2,
(® Joint Statement Encouraging Innovative Industry Approaches to AML Compliance3??
Financial Crimes Enforcement Network & Federal Banking Agency & O3[R A BH,
BT L LT KOERMAICBT 2557 70 —F~0ERBEZEL. 77
o —FE{THo 31 CFR 1010.970 (Fil4k, LBREIE) DM b RET 3,

5, =2 —Y—JVF
(GRAFEHIE]

5 IR o HERIM & L C EOI (Evidence of Identity) 23#iH 41%, EOI (Evidence of
Identity) BMgiZ==2—Y— 7 v FETFEBIFHEERAE 7 L — 247 — 27 (NZe-Government
Interoperability Framework) ®—#{CH ), Fic= 2 —Y =7 v FORFHEEREH T % <
ERIEL, BUFY — e 22RO 2HANDHILE ML L, RS 27200 7 1 ZE 2]
ELTW3,

FHEZEEHICE T N 2B - CEHIIUT O DB ED LN T2

#2-35 —a—V—J VP CEEZRIMENICER I N3HE - &
TEHE /A Hy

320 New York State Department of Financial Services “Part 504 of the Banking Superintendent’s
Regulations”

https://www.dfs.ny.gov/industry_guidance/transaction_monitoring

321 New York State Department of Financial Services “DFS ISSUES FINAL ANTI-TERRORISM
TRANSACTION MONITORING AND FILTERING PROGRAM REGULATION The risk-based banking
rule takes effect January 1, 2017.”

https://www.dfs.ny.gov/reports_and_publications/press_releases/pr1606301

322 “Joint Statement on Innovative Efforts to Combat Money Laundering and Terrorist Financing”
https://www.fincen.gov/sites/default/files/2018-12/Joint Statement on Innovation Statement (Final
11-30-18) _508.pdf
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328 e-gov JLIRIC X B YIS OBHLR IR ICBE 3 2 ikf
https://elaws.e-gov.go.jp/document?lawid=419AC0000000022
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BATEB MBS 2 BED 5 b, BF USRI CEEMNICEN 72 4 5 S % BUE
L. AML/CFT 1cBd3 2 EFIRIL O 2 Bah T 5, 7272 L DEBHAER - B ThERRIC B 3
HHRHANIHE L T,
@ AML/CET #4 K5 4 v
FENICHEEZ R T & LT ebBEEE%E N3 2 AML/CFT K22 74 K74 v
ZIEFR. BREHICET 2 8UEIC CHITHERICE RS H 2 b 0o, MHIBUE X720,
@ 5Eb L\ WHLG| D 5% Fiffif
AML/CFT 4 F 74 v O — MIch4S 3 5, DEFRICET 25 RIEH 2D DD, B
FIRFOMMBIRAEETH Y. HIhERICBET 2 50# L 2\,

B BRIT A — o m—v X )V IROT o &G NRICBET A FT4 v
https://www.fsa.go.jp/common/law/amlcft/amlcft_guidelines.pdf
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