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Development Roadmap

2016-2019 e

Run quantum ci

1BM Quantum Experience

2021 e

o p pub
ith initial aim

Qiskit Runtime

QASM3

2022 e

Dynamic circuits

Middleware

Quantum
Serverless

Platform

Code assistant

Transpiler Service

Functions

Resource
Management

Mapping Collection

Cireuit Knitting x P

Specific Libraries

Intelligent Orchestration

ntum

IBM Quantum

General purpose
QC libraries

Circuit libraries

©  Execution Mades

Early

Albatross
16 qubits

Canary
5 qubits:

ation Roadmap

18M
Quantum
Experience

]

Penguin
20 qubits

Protatype
53 qubits

Qiskit o

Circuit and operator
APIwith compilation
to multiple targsts

= o

Canary
5 qubits

Penguin
20 qubits

Albatross
16 qubits

Prototype
53 qubits

Falcon o

Demonstrate scaling
with 1/ routing with
Bump bonds

IBM Quantum / @ 2023 IBM Corporation

[t/ 2024 IBM Carporation

Falcon

Banchmarking
27 qubits

Qiskit

Runtime
Madules for domain
specific application
and algorithm
workflows

Performance and
abstract through
Primitives

Hummingbird @

Demenstrate scaling
with multiplexing
readout

Eagle

with MLW and TSV

Demonstrate scaling

-]

Eagle

Benchmarking
127 qubits

Serverless

Demonstrate
concepts of
quantum centric-
supercomputing

Osprey
Enabling scaling
with high density
signal delivery

Al enhanced
quantum

Prototype

demonstrations of Al
circuit

transpilation

Condor

Single system
scaling and fridge
capacity

Heron (5K)
Error Mitigation

5k gates
133 qubits

Classical modular

133x3 = 399 qubits

Resource ¥
management
System partitioning to

enable par
execution

Flamingo @

Flamingo (5K)
Error Mitigation

5k gates
156 qubits

Quantum modular

156x7 = 1092 qubits.

Scalable circuit
knitting.

Circuit partitioning
with classical
reconstruction at HPC
scale

Kookaburra

Flamingo (7.5K)
Error Mitigation

7.5k gates.
156 qubits.
Quantum modular

156x7 = 1092 qubits

Error correction
decoder

Demanstration of a
quantum system with
real-time error
correction decoder

scaling
with modular
connectors

S

Heron
Architecture
based on tunable-
couplers

Crosshill

m- coupler

-
with nonlocal c-coupler

&

D ate path to

Flamingo (10K)
Error Mitigation Error Mitigation

15k gates
156 qubits

Quantum madular

10k gates
156 qubits

Quantum madular

156x7 = 1092 qubits

Cockatoo Starling

Demonstrate path to

Iogical memory

improved quality

improved g
Iogical communication

Qéﬁﬁ

Flamingo (15K)

156x7 = 1092 qubits

Demonstrate path ta

Starling (100M)
Error correction

100M gates
200 qubits

Error corrected
modularity

T

Blue Jay (1B)
Error correction
1B gates

2000 qubits

Error corrected
modularity

IBM Buantum Summit 2023
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NIST Releases First 3 Finalized Post-Quantum Encryption
Standards

August 13,2024

* NIST has released a final set of encryption tools designed to withstand the attack of a quantum computer. @ MEDIA CONTACT
* These post-quantum encryption standards secure a wide range of electronic infermation, from confidential Chad Boutin
email messages to e-commerce transactions that propel the modern economy. charles.boutin@nist.gov®

) ) (301) 975-4261
* NIST is encouraging computer system administrators to begin transitioning to the new standards as soon as

possible.
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[ | ML-KEM (Module-Lattice-Based Key-Encapsulation Mechanism) IDDYUEENRBZICKBTEL LD, TORIEOESIHLFI A,
CRYSTALS-Kyberl=EE D<K 703 X A

. o . TORANBRADRED-ODIZLET LT ) X L, CRYSTALS-DilithivmZ E
2 | ML-DSA (Module-Lattice-Based Digital Signature Algorithm) SCTILTY R L

TOANEBLDRED-OHDIZFETILIT ) XL, N-BSADHESETH
3 | SLH-DSA (Stateless Hash-Based Digital Signature Algorithm) BENHIBALIBZED/INY I Ty TFEE, SPHINIS+ICE DL 7ud
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13 August 2024 - Yorktown Heights, New York — Two IBM-developed algorithms have been officially formalized within the world’s first three post-quantum cryptography
standards, which were published today by the U.S. Department of Commerce’s National Institute of Standards and Technology (NIST) .

[Za2—3—oMI3—20%7> - "4V -2024F8F138 (CR#EERE) &] HRDD3IODME FEHEHRESIZH# (Post-Quantum Cryptography Standards) (2. IBMA'BEF L 7=22
OF7NTY XLHWERICRAINZZ A, AB. KEEHE OEIEERMHARA (NIST) AroFERINFE LT,

The standards include three post-quantum cryptographic algorithms: two of them, ML-KEM (originally known as CRYSTALS-Kyber) and ML-DSA (originally CRYSTALS-

Dilithium) were developed by IBM researchers in collaboration with several industry and academic partners. The third published algorithm, SLH-DSA (initially submitted as

SPHINCS+) was co-developed by a researcher who has since joined IBM. Additionally, a fourth IBM-developed algorithm, FN-DSA (originally called FALCON) , has been

selected for future standardization.

& FETEMRESIZAICIE, 3IODHEFAEMES 7L IU XLAEENTE Y., ML-KEM  (H#)DMEFRIZCRYSTALS-Kyber) & ML-DSA (4] DFEFRIZCRYSTALS-Dilithium)

D22k, IBMOAREHINERB LI VOEMAD/S— b F—BA L THRELE L, 3BBICARIN/AZT7/LTY XALSLH-DSA (H#IESPHINCS+& L TIRH) 1. ZD&IBMICA

HLUEHEEICL > THRRAEINAZEDTT, 52, IBUARELAZAFEDO 7L TY XLFN-DSA (HUDOMEFRIZFALCON) (k. FkofZEfiIcEmIFTREESATWET,
(FREX)

Toward its mission to make the world quantum-safe, IBM continues to explore how post-quantum cryptography can be integrated into many of its own products, including IBM

z16 and IBM Cloud. In 2023, the company unveiled the IBM Quantum Safe roadmap, a three-step blueprint to chart the milestones towards increasingly advanced quantum-safe

technology, and defined by phases of discovery, observation, and transformation. Alongside this roadmap, the company also introduced IBM Quantum Safe technology and IBM

Quantum Safe Transformation Services to support clients in their journeys to becoming quantum safe. These technologies include the introduction of Cryptography Bill of
Materials (CBOM) , a new standard to capture and exchange information about cryptographic assets in software and systems.

HAEZMEFORREICT S EWS Ty avic@lT, IBMIZTHE FtEEES %IBM z16X°I1BM Cloud& Wo72% < 0 BRERICHEET 2 A EZESH TWLWE T, 2023F(CIBMIL,
IBM Quantum SafeA— K~y 7% REKLF L1, INE. FTFTELMTIWMEFREMCEITETAALR =22 RIT=ZBEBOEEETHY ., KR, BHl, ZEOD 7 —XTEES
NTWET, ZOA—FTy FICMA T, BEFRHIWEFZERIRTE S LS ICKIET 57/-9IC. IBM Quantum Safe7 7 / B Y — & Quantum Safe~DEIR(Z@ F F-EHERE D BT
% & 7-IBM Quantum Safe Transformation ServicesZFH XKL X L7ze TNHLOTI /B —ICIE, V7 b7 27 RTLANDEESEEICET ZEREETE - BT 57-00FH L
WZETHIESEmEK (CBOM) DBA%XEDE"IJUT R - AR PY="R"F YT R - 7O T A" ~OREHEENE T,


https://www.ibm.com/quantum/quantum-safe
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Regulatory
milestones

Consortia

IBM
services

IBM
Quantum
Safe
technology

Algorithms,
protocols,
standards,
libraries

IBM

infrastructure

2022

NIST selects algorithms for
standardization

® Open Quantum Safe (0QS)
@ Post-Quantum Telco Network

© Key encryption: CRYSTALS -
Kyber

© Digital signature: CRYSTALS -
Dilithium, FALCON

2023

Federal agencies plan for PQC
adoption

© NCCoE
® PQC Coalition (MITRE)

® Quantum-safe preparation &
advisory

(© IBM Quantum Safe Remediator — Transform

2024

NIST publishes PQC standards

Payments (EPAA, NACHA)
PQC Alliance (Linux Foundation)

©©

¥ Application modernization
¥ Platform modernization

¥ Adaptive proxy
¥ TLS, VPN, SSL
¥ Performance benchmarking

2025

CNSA 2.0: preference to PQC-
compliant vendors

Q Critical Infrastructure
Protection Coalition

O Security platform
modernization

¥ Crypto-agility framework
¥ Encryption
¥ Key/certificate management

& IBM Guardium Quantum Safe Posture Management - Observe

¥ Dynamic scan
® Cryptographic inventory
¥ Cryptographic posture mgmt

&5 IBM Quantum Safe Explorer — Discover

@ Static scan
© CBOM generation
© CI/CD integration

© Cryptography Bill of Materials
(CBOM)

@ 1IBM z16, IBM Hyper Protect
Crypto Services, IBM Tape
Storage, Hardware Security
Modules (HSM)

® Custom library support
¥ Remediation recommendation

¥ MAYO, U0V, SQISign
¥ OpenSSL

¥ IBM Cloud, IBM Software, Red
Hat, IBM Storage, IBM Power

¥ Risk-based prioritization
® Enriched metadata

O LLM-assisted scanning

2026+

Vendors complete transition to
PQC

O Quantum-safe talent
transformation

O Automated remediation
O LLM-based recommendation

O Al-driven risk analysis

IBM Quantum Safe
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IBM Quantum Safe Example — z/OS

Comprehensive support for IBM z/OS Platform. Industry first quantum-safe system protected by quantum-safe technologies through multiple layers of
firmware. Helps protect IBM z16 firmware from quantum attacks through a built-in dual signature scheme with no changes required.

Industry first quantum-
safe system protected by
quantum-safe
technologies through
multiple layers of
firmware

Helps protect IBM z16
firmware from quantum
attacks through a built-in

dual signature scheme
with no changes required

New Crypto Express card
with quantum-safe APIs to
modernize existing and build
new applications leveraging
quantum-safe cryptography
along with classical

cryptography

Discover where and what crypto
is used in applications to aid in
developing a crypto inventory

for migration and modernization

planning

New crypto discovery features in
IBM Application Discovery and

Delivery Intelligence ( ADDI) to

analyze COBOL source code and
discover crypto usage in
applications

Aid in migration and
modernization planning
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ADDI: Application Discovery and Delivery Intelligence
ICSF: Integrated Cryptographic Service Facility
C1/CD: Continuous Integration f Continuous Delivel
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