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EQISTA EERIEmHY HEHEES  AN-LAE T 91L)WR N/A E=1t N/A N/A N/A N/A 222U Yes
ek = (OTP)
N/A N/A (k, n)-REAEHL N/A MWEDEL  N/A N/A N/A N/A F2ZRU Yes
BOE
EDEN HESEN @S JOvJEES AES N/A iE=1t 128, 192 bits 128, 192 64, 96 bits Grover®7)LIVRL. LOEVEEY  No
g bits Simon® 7))LV A A X E
256 bits 256 bits 128 bits Grover®7)LIUXL. TE Yes
Simon®7)LIUX A
NHEIES  N/A RSA KRR DR g51b. 1024 bits 80 bits ~0 bits Shor®7)LIVX A BEPEE No
TR, TRV
ks 2048 bits 112 bits ~0 bits Shor®7)LIVZ L HlIPEE No
TIERL
ECDSA, e HhiR_E DBEEYR gz. 256 bits 128 bits ~0 bits Shor®7 LIV L BEPEE No
ECDH pOE (i)l 934} TR
DSA BIEAR _E0BtET B4 2048 bits 112 bits ~0 bits Shor®7)L TV A EEPEE No
LRIRE TR
CRYSTALS- Module-LWER]RE iE=1t. 800, 1184, 1568 128, 192, 128, 192, FEREEINTLRW e Yes
KYBER HERZH Bytes 256 bits 256 bits (PQC)
CRYSTALS- Module-LWERZ&E B8 1312, 1952, 128, 192, 128, 192, FEREEINTLRW 7e Yes
Dilithium 2592 Bytes 256 bits 256 bits (PQC)
FALCON Learning with EZ 897,1793 Bytes 128, 256 128, 256 FEREEINTLRW e Yes
Errors (LWE) fE& bits bits (PQC)
SPHINCS+ J\w> 1REE8 B4 32,48, 64 Bytes 128, 192, 128, 192, FEREEINTLRW e Yes
256 bits 256 bits (PQC)
NISTL7/R—RINISTIR 8105, Report on Post-Quantum Cryptography |2 B(CARTSFENTTT =M NNIEEUIERK. https:/nvipubs.nist.gov/nistpubs/ir/2016/NIST.IR.8105.pdf TRF(F128LD/ NV EERRLTHD.,
128%EFMIEOEIEE TS,
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FALCON
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HQC
(3%1)
BMASECES - (FBENR—-REH) CROSS, Enhanced pgsigRM, FuLeeca, LESS, MEDS, Wave
$139> Reih (BfEE&HEBER) SQlsign
(HBFA—AEEH) EagleSign, EHTv3 and EHTv4, HAETAE, HAWK, HuFu, Raccoon,
SQUIRRELS

(MPC-in-the-Head®&44) Biscuit, MIRA, MiRitH, MQOM, PERK, RYDE, SDitH

(ZZE#ER) 3WISE, DME-Sign, HPPC, MAYO, PROV, QR-UOV, SNOVA, TUOV, UOV, VOX
OIFRN—AEES) AlMer, Ascon-Sign, FAEST, SPHINCS-alpha

(DD FES) ALTEQ, eMLE-Sig 2.0, KAZ-SIGN, Preon, Xifrat1-Sign.|
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FIPS 204 FIPS 205

FIPS 203

Feders Information Procetsing Standmds Publication Federal Information Processing Standards Pubbcation

Fadorsl Information Processing Stawdacds Publication

Module-Lattice-Based Module-Lattice-Based Digital

s ~ P .
E’ \ \ Key-Encapsulation Mechanism Standard Signature Standard g::::i':fj Hash-Based Digital Signature
b5 3 / ‘ e I p— N N

% Techetoey - .
i T
Pt = Published: Au 13, 20

2024F8H13H. PQCIGEHINIZA4BZNDIE5D3 KBTI U,
FIPS 203, 204, 205DF#(L RF1X> M AFENF U,

st s Techesony Liurt . Locasc, WIST Discir U Sty of omtc i Sticasts s Tchaskogy

PQCIEAERINISDZH | FIPSERE(LEDETHR FIPSEEE(ERFIRA b

NEBEES / CRYSTALS-KYBER ML-KEM FIPS 203
TEIZHA(KEM) Module-Lattice-Based Key-Encapsulation Mechanism
Standard
https://csrc.nist.gov/pubs/fips/203/final
CRYSTALS-Dilithium ML-DSA FIPS 204

Module-Lattice-Based Digital Signature Standard
https://csrc.nist.qov/pubs/fips/204/final

SPHINCS+ SLH-DSA FIPS 205
Stateless Hash-Based Digital Signature Standard

https://csrc.nist.gov/pubs/fips/205/final
FALCON FN-DSA (F7E) REF

=% .
NIST, Announcing Approval of Three Federal Information Processing Standards (FIPS) for Post-Quantum Cryptography
https://csrc.nist.gov/news/2024/postguantum-cryptography-fips-approved

NTTDaTAa
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WHITE HOUSE Report

202448H13H. White House hSPQCICBH 9 3Reporth SN LI,

THE WHITE HOUSE

MENU

o)

July 2024

AUGUST 13, 2024

Fact Sheet: Biden-Harris Administration
Continues Work to Secure a Post-

Quantum Cryptography Future REPORT ON

| POST-QUANTUM
] » ONCD » BRIEFING ROOM » PRESS RELEASE CRYPTOGRAPH

as required by the Quantum Computing Cybersecurity
Preparedness Act, Public Law No: 117-260

August 13,2024

The Biden-Harris Administration is committed to investing
in science and technology innovation to solve future
problems for our nation, generate jobs and new economic
engines, and advance U.S. leadership around the world.
While quantum information science (QIS) holds the
potential to drive innovations across the American

Senate Committee on Homeland Security and Governmental Affairs

economy, from fields as diverse as materials science and House Committé®on Oversight and Accountability

. Fact Sheet: Biden-Harris Administration Continues Work to Secure a Post-Quantum Cryptography Future (2024/08/13)
o REPORT ON POST-QUANTUM CRYPTOGRAPHY
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How soon do we need to worry? NIST
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Long before then!

Theorem (Mosca): If x + v > -, then problem

https://csrc.nist.gov/csrc/media/Presentations/2022/the-
beginning-of-the-end-the-first-nist-pgc-standa/images-
media/pkc2022-march2022-moody.pdf
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MEFTEMKES (PQC) NB1TT 3K NTT DATA publishes a white paper
DEERZXREDRTA MR—N—% summarizing points to remember

N when migrating to Post-Quantum
~BF VL2~ Z—BRICAT TR GHERERMEO A > ERB~ Cryptography (PQC)

sl Explaining the key points of building a secure information infrastructure for the

quantum computer era

202310838

BABUNTTT—2 5T Za—-R2nT

October 3, 2023
BRAHNTTF—2JL—7F UF. NTTF—25)L—7) . S EAHREEIC NTT DATA Group Corporation AR LRI
BLVTERSN TV BEORSHEITE. HBFHEMIES (Post-Quantum

The s
TOKYO - Oct 3, 2023 - NTT DATA, a global digital business and IT services provider, speci
inqui

Cryptography : PQC) ABT¥3HOBESRE F
A3B&DRFELET
£S5, BFEE (@FIoFa—4%2—) ORE

HAFER - BFI1VE1—2—BRTHRERIEREBADBTICAIT T

FEERR - “Towards migration to secure information infrastructures even in qua O“D } (‘) I/.U-/r |\
[

i en ee e aue aual’ sl
EZIK'Ij"(l\ | ) ] | https://www.nttdata.com/global/en/news/press-

. . . release/2023/october/ntt-data-publishes-a-white-paper-summarizing-
https://www.nttdata.com/global/ja/news/topics/2023/100301/ boints-to-remember-when-migrating-to-pac

| has published a white paper which has summarized points to remember when

RIA FR—/N—
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B
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v

SLEMIESAES(E. T-IRFRMMBLUBNHRREBE D BLRCRF 7L IIXACEDOREBRWERIET,
UDU. ZOIZBEBRERITHY. nEy MeF2U7 (OB, Z0¥5D n/2 EybeF1U7OBRECTFHBEFHE
NTVET. LOT, AESOIMBERIBILICLD, BFIL1-9HT3MtEE —ENICIIE LS ATENTES

9. CTT. AESOSRI. ZOMARICEN128. 192, 256EYMD3DDHNBRIRT BLLB B, BRTHS256
EyhoitRERAINE 128y MF1UT(OMENBSN. BEORROERLLBVGET,

AHIEEES THIRSABS SLUHMEIRIES 2. 707N TUXACLDRIRR 2R ML RT3, HEOM
RERIRT B4, PQCADIITHARENBIREBDET,

BUESDPQCEIRASL. PQCIIAHEIESOBMICEL. BESRAOIHORF 7L IVILIRERRENTL
BUEDJERBITLNTEFT, RERRRENTOEKTE BRIFERENZaIhElE (HR7NTVZLELTRRE
n3\Bae. BF7NIVZLLLTRRENZBEOBMAOCIREN) Hpdad, MOES7IIVZLLRUTHEL
(CEBNRETY.
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Abstract

Hybrid key exchange refers to using multiple key exchange algorithms
simultaneously and combining the result with the goal of providing
security even if all but one of the component algorithms is broken.
It is motivated by transition to post-quantum cryptography. This
document provides a construction for hybrid key exchange in the
Transport Layer Security (TLS) protocol version 1.3.

Discussion of this work is encouraged to happen on the TLS IETF
mailing list tls@ietf.org or on the GitHub repository which contains
the draft: https://github.com/dstebila/draft-ietf-tls-hybrid-design.

Hybrid key exchange in TLS 1.3, draft-ietf-tls-hybrid-design-10

https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/
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