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(PIN)

: 1SO 9564

Personal Identification Number (PIN) management and security

Part 1: Basic principles and requirements for online PIN handling in
ATM and POS systems

PIN
PIN
PIN

PIN

PIN

PIN

PIN

ISO 9564-2
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Personal Identification Number (PIN) management and security
Part 2: Approved algorithm for PIN encipherment

ANSI X3.92:1981

DES
CD/ATM DES
1990 DES
DES
ANSI X9.52 DES
DES RSA

CD/ATM DES DES
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(1997
PIN Calculation for EuroCheque ATM Debit Cards

Data on magnetic stripe track 3 (150 4909):

16 decimal digits
- Bank routing number: 24358270 in BCD = 64 bits
concatenate:
- Account number: 00121363089 @ ————> 5827000121363991

- Card seguence number: 1 ‘

ATM
Institute-Key —= | DES Encryption Pool-Key-1 —
(56 bits) (56 bits)

\ V

decimalization:

DES Encryption

PIN used by customer:

" T first digit: mod 10 addition
Markus G. thn, Probability — = 1095 <— -
Theory for Pickpockets — 0-=1 per digit
ec-PIN Guessing”, 1997

3 ANEBRGE TD637625 A 0lB - 1 oF BB 5B17C336A
i/ E=>4|F=5 i
PIM cam also be calculated Offsat-1 on
with Pool-Key-2/ Offset-2 | pgo5 0228 frack 3:
ar Pool-Key-3 § Offset-3 4{ ¢ 1707

-

M. Kuhn
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