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Personal Identification Number (PIN) management and security

Part 1: Basic principles and requirements for online PIN handling in
ATM and POS systems
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8.3.2. Format 1 PIN block

This PIN block is constructed by concatenation of two fields: the plain text PIN
field and the transaction field.

The format 1 PIN block shall be reversibly enciphered when transmitted.

The format 1 PIN block shall be formatted as follows:

Bit - 5 9 .13 17 21 25 29 33 «37 41 45 «49 53 57 61 64

C | N | P | P | P | P [P | Pt | Pl | Pl | Pl | P/ |ePr]|epPr| T |-
Tl Tt | T | T | T | T | T]|T

swhere:

*C = Control field - Shall be binary 0001.

*N = PIN length - 4-bit binary number with permissible values 0100 (4) to 1100 (12).
P = PIN digit - 4-bit field with permissible values 0000 (zero) to 1001 (9).

*P/T = PIN/Transaction digit - Determined by PIN length.

T = Transaction digit - 4-bit binary number with permissible values of 0000 (zero)

to 1111 (15).

The transaction field is a binary number formed by [56-(N* 4)] bits. This binary number shall
be unique (ex-cept by chance) for every occurrence of the PIN block and can, for example,

be derived from a transaction se-quence number, time stamp, random number or similar.
‘NOTE The transaction field should not be transmitted and is not required in order to
translate the PIN block to another format since the PIN length is known. 24



Personal Identification Number (PIN) management and security
Part 2: Approved algorithm for PIN encipherment
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